PayPal

PayPal Apps
Developer Guide




PayPal Apps Developer Guide
Document Number: 10124.en_US-201010

© 2010 PayPal, Inc. All rights reserved. PayPal is a registered trademark of PayPal, Inc. The PayPal logo is a trademark of PayPal, Inc. Other
trademarks and brands are the property of their respective owners.

The information in this document belongs to PayPal, Inc. It may not be used, reproduced or disclosed without the written approval of PayPal, Inc.
Copyright © PayPal. All rights reserved. PayPal S.a r.l. et Cie, S.C.A., Société en Commandite par Actions. Registered office: 22-24 Boulevard Royal, L-
2449, Luxembourg, R.C.S. Luxembourg B 118 349

Consumer advisory: The PayPal™ payment service is regarded as a stored value facility under Singapore law. As such, it does not require the approval
of the Monetary Authority of Singapore. You are advised to read the terms and conditions carefully.

Notice of non-liability:

PayPal, Inc. is providing the information in this document to you “AS-1S” with all faults. PayPal, Inc. makes no warranties of any kind (whether express,
implied or statutory) with respect to the information contained herein. PayPal, Inc. assumes no liability for damages (whether direct or indirect), caused
by errors or omissions, or resulting from the use of this document or the information contained in this document or resulting from the application or use
of the product or service described herein. PayPal, Inc. reserves the right to make changes to any information herein without further notice.



contents

Preface

PayPal App Developer Guide Revision History . . . . . . . . . . . . ... ... ......

Chapter 1 Introducing PayPal Apps

A Sample Full Page View ofa PayPal App . . . . . . . . . . . . Lo
A Widget View of aPayPal App . . . . . . . . . e
PayPal App Discovery . . . . . . . . . e e e e s

PaPal App Activation. . . . . . . . . . . . e e 11
PayPal App Management . . . . . . . . . . .. e e e 13
Chapter 2 PayPal App Execution Architecture. . . . . . . . . . . . .15
Chapter 3 Testing and Submitting Your PayPal App . . . . . . . . . .19
Chapter 4 PayPal App User Interface Guidelines . . . . . . . . . . .23
General User Interface Guidelines. . . . . . . . . . . . . .. ... o 23
Widget View Guidelines . . . . . . . . . 23
Badge View Guidelines . . . . . . . . . 24
lcon Guidelines. . . . . . . . L e 25
Logo Guidelines . . . . . . . . L e e 26
Chapter 5 Invoking PayPal APIs From Your PayPal App . . . . . . . .29
Supported JavaScript Components . . . . . .. L L L L e 29
Content Restrictions for PayPal Apps . . . . . . . . . . . L 31
PayPal Invocation Parameters For Your PayPalApp . . . . . . . . . . . . . ... .... 31
PayPal APIs Available From PayPal Apps. . . . . . . . . . . . o i e 33
Chapter 6 Setting Up Your PayPal App to Enable Payments . . . . . .35
JavaScript Functions for PayPal Apps. . . . . . . . . . .. 38
Example Send Money PayPal App . . . . . . . . . . . . . 38

PayPal Apps Developer Guide October 2010



- Contents

PaymentFlow . . . . . . . . . . . e e e 38
SampleCode . . . . . . . e 42
Chapter 7 Open Source Resources for PayPal Apps. . . . . . . . . .45

4 October 2010 PayPal Apps Developer Guide



Preface

PayPal App Developer Guide Revision History

Date Description

10/22/10 Initial draft for version 1.0.0.

PayPal Apps Developer Guide October 2010



PayPal App Developer Guide Revision History

6 October 2010 PayPal Apps Developer Guide



Introducing PayPal Apps

PayPal Apps are applications you write and PayPal serves to its account holders when they are
logged into paypal.com. PayPal Apps are innovative, often relevant to payments or financial
services, and they give you a prominent presence on PayPal while enhancing a PayPal account
holder’s experience.

A Sample Full Page View of a PayPal App

When an account holder launches your PayPal App, it covers the PayPal page from which it
was launched.
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- Introducing PayPal Apps
A Widget View of a PayPal App

Logout | Help | Securfiy Cetter Saarch

Paypa’ Budish *

Terapeak Analytics Biack io vy Applications

; 1 x
Contact Terapeak Help: Application TAG
teraﬂﬁ.g email Tech Support or call 1-800-555-5555 ManayeApp icatior

Home Trarsactions My Goals My Sales Preferences

My Sales

Last Meonth This Month This Yeer  All Time

1 SET YOUR TIMEFRAME
January 2010 - January 2010

Mar Apr  May Jun  Jul bug Sep Oct Nov Dec Jan  Feb
200% 2010
Overview By Sales
Compare To | None |Z|
$bU,UIU
£48,000
] - 321 27, 2310, $40,134.67
£36,000 —1 | =] | _
$24,000
£12.000

A Widget View of a PayPal App

A widget view of a PayPal App is simply the full page version of the PayPal App scaled to
display in a smaller frame. The PayPal account holder can expand the frame to become a full
page.

The following example shows a widget view of a PayPal App:
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Introducing PayPal Apps -
PayPal App Discovery

B
a AcmeAppIication Contact <app hame> Support; Help
email Tech Support or call 1-B00-555-5555 Manade App

Overview By Sales

Compare To  MNone B

s

« I PayPal’ Apps View My Apps | ApplicationNameTwo m Visit App Gallen

PayPal App Discovery

Information about your PayPal App can be reviewed by a PayPal account holder from either
the App Tray at the bottom of a PayPal page or from the App Gallery. You provide PayPal

with your logo and descriptive information, which PayPal formats in a consistent way for all
PayPal Apps.

The following example shows the App Tray, from which your PayPal App can be discovered,
activated, and launched.
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Introducing PayPal Apps
PayPal App Discovery

PayF

My Account
-

Overview

werified

:$56.43 USD Earmino nies

alance: §37.32 USD Details

PayPal balanc

Gift cedificate b

PayPal Plus Credit Card #9724

70.68 USD

Current balanc

Minirmam payvment due: §39.00 UsD

Student accounts

= Conn

My recent activity | Payment received = Pay

My recent activity - Last 7 days (Jun 2, 2008 - Jun 8, 2009)

Archive

Daia Type Name/E

Transfer To Shawn
Transfer Fror

Jun. B, 2009

TI’ PayPal Apps | View My Apps

Staterment balance as of 06/07/2009: §174

ApplicationName One

Wiew card details

Resolution Center

Jpen Disputes & Claims {1

Notifications

ApplicationNameTwo

-i AcmeApplication

know how and when to sell based on over
A00 million closed eBay listings. Maximize
your sales price, find great keywords, know
what sells, and mare. Lorem ipsurm.

Mare Info

here to help

ApplicationNameThree

| Visit App Galler

The following example shows the App Gallery, by which your PayPal App can be discovered,

activated, and launched.
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Introducing PayPal Apps
PaPal App Activation

LogOut | Help | Security Center Search
English -

PayPal

My Accoumt Send Money Request Money Merchant Services Products & Services Community

App Gallery

PayPal Apps offer tools and features to help vou do more with your PayPal account. You can integrate

payments, streamline business operations, raise and invest funds, ewen callaborate with other users. Each

application has been developed to meet PayPal's security requirernents. Learn more about PavPal Apps. Wigws My Apps

Marketplace Applications

Y
S S o || =

Bill.com FreshBooks Outright

Lorem ipsum um

Plastic Jungle

Lorem ipsum um Lorem ipsumum Lorem ipsum um
dolorset sales market dolorset sales market dolorset sales market dolorset sales market
toolzet asd toolzet asd toolzet asd

toolzet azd

B B B
O g ip

Credit Karma Shipwire Terapeak

Lorem ipaum um Larem ipsum um Larem ipsum um
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B BT T
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Copryright @ 19992010 PayPal. Al rights reserved.
Intormation about FOIC pass-through insurance

PaPal App Activation

PayPal manages the PayPal account holder’s activation experience with your PayPal App. The

activation should not require user input. PayPal handles granting of permissions for you.

These permissions allow you to execute PayPal APl operations on the account holder’s behalf.

The following example shows an the initial activation screen:
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- Introducing PayPal Apps
PaPal App Activation

To activate <app name:>, you need to grant the permissions listed below.
Required Permissions
"  Accesstoyour Paypal account lorem ipsum. What's this?
% Accesstowour Paypal account lorem ipsum dolor emet ipsum. What's this?
% Accesstovyour Paypal account lorem ipsum dolor What's this?
% Accesstovyour Paypal account loremm ipsum dolor sitemet What's this?

w  Access tovour Paypal account loremdolor sit ermet ipsum. What's this?

To revoke permissions at amy time, log in to your PayPal account and choose Profile, then AP Access,
and then choose Manage AP| Permissions,

By clicking Agree, | agree to grantthese permissions and activate =app names=.

| Agree I Cancel Application

« [ PayPal’ Apps View My Apps ApplicationNameTwo " Visit App Gallen

If you are calling PayPal APIs on behalf of the account holder, you specify the permissions
you need when you submit your PayPal App to PayPal. When requesting permissions, PayPal
provides a non-technical description for each of its APl operations or groups of related API
operations

PayPal notifies the account holder when the PayPal App is available to launch:
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Introducing PayPal Apps
PayPal App Management

App Detail Back ioApp Gallery
<app name>

A Shor Description 750 characters with spaces and no paragraph breaks
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Developer: <Developass Mame= ciflur dalase g Tugial nulla parkaur et dolore magna &liqua. Lorem ipsum um dolorset
sales and market 1oolsat LT enim ad minirm veniam, quis nostrd eegitabon ullamoo
laboris cillumn dolore @u Tugial nunulla paiaEurmis ul aliguip e ea commodo cansequal
Dt aula ingre dolor in reprehendanit involuplate sobil @sse cillum dolong oy fugial nulla
pariabur. Excepleur sinl occascat cupidatyl non proidend. ULanim ad minim vaniam, quis
nastud gxarcilalion ullarmeo laboris nisl ol aliquip ex ea commaoda consagqual

T N —————
ey e
g P = —— i S &
R — R
- -
Pomnsam Gty By b Ponnoe  Comtry by Sain
— —
— n— e b
. S E |

Features Permissions Apout

LOMNG Descriplion 3,000 charactars with spaces madmum. Scrollpar appears after 1,500 characters {including spaces) et
Larem ipsum dolor sit amel, ¢onséctetur adipsicing elit, sed cillum dolore eu fugiat nulla parialur do eiusmod tempor incidi-

dunt Utisbore cillurn dolare eu fugiat nulla pariatur et dolore magna aliqua. Ut enim ad minim veniam, quis nostud exsrcita-

fion ullarnco laboris cillurn dolore eu fugiat nunulla pariaturnisi ot aliquip ex ea commaodo consequsl. Duis aute irure dalor in
reprehenderit in voluptate valit esse cillum dolore ew fugiat nulla panaiur. Excepteur sint occaecal cupidatat non proident

Product Research allows you to mine up to 90 days of closed eBay listings. Detalled chars and tables will tell you metics like —
awarage price and sell-through rabe, as well as how and when 1o 5t your product. Addibonal research foolsinclude Hem

Browse, Trends, Top Sellers, Title Bullder and Intemational Reports, Seller Research 15 1he fasiestway 1o research a compell-

lor, with a complete breakdawn of any eBay seller's lsting data based onthe pasi 90 days, Seller research lools include

Repord, ltem Browse, Trend and Top THles reports. Calegory Research mines an astonishing tao years of closed eBay

listngs Find oul which products ang commonly listened inoa particdlar calegaory, deténming and waight irends against total

gales, aarage price and more, Find Top Sablers and Top Tiles What's Hol is & collecton of ols that will hilp you find popular
products and calegories where damand is high. Hol Research is broken down inla the following ool Hol edeqorias, Hat

|

PayPal App Management
A PayPal account holder can view his or her PayPal Apps from the App Tray at the bottom of

most pages. You provide PayPal with your logo and descriptive information, which PayPal
formats in a consistent way for all PayPal Apps.
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Introducing PayPal Apps
PayPal App Management

The following example shows the PayPal Apps that have been activated by a PayPal account
holder.

Help Search

Payi S, Evae
My Account
-
Overview  Add
eI GOn Cafter

PayPal balance: $56.43 USD carironis Resolution Center
Gift cerificate balance; §37.32 USD Details = Open Disputes & Claims (1
PayPal Plus Credit Card #9724 Notifications
E=3E Current balanc TO.68 LISD | Staterment balance as of O6M7Z20059: $179.68 USD 1ew Account Overview

= Minimum payment due: $39.00 USD

Make & Payment

Student accounts My Applications Manage Add an

My account tools
= ; )
t TERAPEAK
p Sales and market analytics Wiew all of my transactions . PayPal Mobile

My recent activity - Last 7]

Archive Wh
: o Application is unavailable ? We'ta here to help
Data 1
amfgpee: 3 y\\/__ PLASTIC JUNGLE
'.'?’Q," Sell your unused gift cards
Jun. 7, 2009 1
Jum. 6, 2009 1

[« 1 PayPal Apps | View My Apps. ApplicationName One ApplicationName Two | ApplicationNameThree | Visit App Gallen
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PayPal App Execution
Architecture

The PayPal execution architecture for PayPal Apps supports HTML gadgets. You can create a
PayPal App by packaging it inside the appropriate XML elements, called a deployment
descriptor or deployment spec.

The following diagram shows a conceptual model of an HTML gadget:

Operating Domain =
PayPal.com

Gacdget Specifications
Containing HTML, JavaScript

Operating Domain =
XxX.3papps.paypal.com

The following example is the most basic PayPal App:

<?xml version="1.0" encoding="UTF-8" ?>
<Module>
<ModulePrefs title="Hello PayPal App World!' />
<Content type="html"">
<I[CDATAL
Hello, PayPal App World!
11>
</Content>
</Module>

PayPal Apps Developer Guide October 2010 15



- PayPal App Execution Architecture

16

In this example, the PayPal App is an HTML page. If it were an actual web page, the page
would look something like this:

<IDOCTYPE html ...>
<html ...>
<head>
<meta ... />
<title>Hello World!</title>
</head>
<body>
Hello, PayPal App World!
</body>
</html>

For more information about the Open Social framework, see http://www.opensocial.org/. For
more information about the Google Gadgets API, see http://code.google.com/apis/gadgets/.

The PayPal execution architecture for HTML gadgets places a gadget server between PayPal
pages and the pages in a PayPal App. The gadget server uses Caja technology to protect
account holders from unauthorized access to information. The following diagram shows the
relationship between PayPal, your PayPal App, and web services:

= PayPal Gadget Sarver Your Application Server
Ly
IFRAME

Web Senices

Your PayPal App displays in an HTML IFRAME on the PayPal page. Your code is rendered
by the PayPal gadget server. The gadget output is sanitized for security using Caja. Caja
sanitization rewrites HTML, CSS, and JavaScript. It uses static analysis techniques to preclude
unsafe DOM or cookie access to the gadget content, while maintaining expressiveness nearly
equivalent to content running simply inside an IFRAME. For more information about Caja,
see http://code.google.com/p/google-caja/.

Your PayPal App can obtain access to external data using web services, either directly through
the PayPal Gadget Server or indirectly using your application server.
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PayPal App Execution Architecture -

Typically, you will use an HTML gadget, which might require you to modify existing
applications in the following ways:

¢ Inline JavaScript and cascading style sheets (CSS) inside the body of an HTML page
e Perform authentication by calling PayPal APl operations
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Testing and Submitting Your
PayPal App

You submit your PayPal App from x.com, which allows you to test you PayPal App in the
PayPal Sandbox. From the Sandbox, you can confirm submission, after which PayPal reviews
and approves your PayPal App and allows it to go live.

NnoTe: In the event that your PayPal App does not render in the Sandbox, you may wish to
test the gadget spec in a Shindig 1.1 container. For more information, see
http://shindig.apache.org/getting-started.html

When you submit your PayPal App on x.com, choose PayPal Apps from the Platform drop
down menu:

PayPal Apps Developer Guide October 2010
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- Testing and Submitting Your PayPal App

Submit New App

App name

App description

Platform

PlEPnl Apps n

spacify the PayPal services thatyour app uses

+ Adaptive Payments

Ifyour app handles payrments, pre-approvals, refunds etc. mons

Adaptive Accounts
If your app creates PayPal acoounts, sets up funding sources., mons

+ User Permissions
If your app requires PayPal users to grant permissions.. more

ldentity services
Ifyour app provides Paypal identity Information 1o a merchant... mone

PayPal apps meta data
Qustomer-facing Infio about your app. Features, screenshots etc more

Submit App H Save draft ‘ Cancel

On the first Submit New App page, you provide basic information about your PayPal App to
allow PayPal to set up automated testing. You also specify the PayPal APl permissions that
you need from the account holder that runs your PayPal App. These permissions are called
third-party permissions because you intend execute the APIs for which permissions are
granted as a third-party to the account holder and PayPal.
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Testing and Submitting Your PayPal App

You then upload the text and graphics to be displayed in your PayPal App, on the App Tray
and in the App Gallery. You also upload the gadget metadata that contains the HTML to render
your PayPal App on paypal .com. The following Submit New App page shows the items to
upload:

* PayPal Apps data
Customer-facing Info about your app. Festures, scresnshots etc mons

See what the Gallery page looks like...
See what the App details look like
See what the badge looks like

Gadget Specification File Service endpoint what is this?

" Choose Fle | Mo file chosen

A7 Attach files

Tagling chamma App Description (short) 0t e

Help documentation URL

ApD LOGO  pirer s eet Thumbnail image 150 pxX 171 px
|[ Choose File | Mo file chosen | Choose Fie Mo file chosen
&/ Attach files &7 Attach files
App Loge pixelx pixel Screencaptures 5 sereens max 360 X 240 px
|[ Choose Fila ] Mo file chosen | Choose Fie Mo file chosen
</ Attach files &7 Attach files
Features Describe your product About Details about company: name, website, CS contact
Describe y produc

[ Company Name ]

[ Company URL ]

[ Customer service Phaone ]

Developer Contact email

Submit App | ‘ Save draft | Cancel

Before you click Submit App, you can examine the items you upload, which allows you to
change them if you are not satisfied.
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- Testing and Submitting Your PayPal App
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PayPal App User Interface
Guidelines

Follow the PayPal App user interface guidelines to provide the best experience for your users
when they execute your PayPal App. Failure to follow these guidelines could require
corrective action before it can be hosted.

General User Interface Guidelines

Follow these guidelines on each page in your PayPal App:

e Avoid orange buttons within your pages unless they initiate the preferred action to conform
with the way that PayPal buttons initiate actions.

Widget View Guidelines

Follow these guidelines for the widget view:

e Your widget view must be 605 pixels wide by 285 pixels high, including space for a
vertical scroll bar if necessary.

noTe: Horizontal scrolling is not allowed.

o If you support vertical scrolling, reserve 12 pixels for a scroll bar on the right-hand-side of
your page.

e Reserve 4 pixels on each side of your page as white space.

e Do not place your company logo, company icon, contact information, category, and tag line
or slogan in your pages. These items will be rendered by PayPal outside of the IFRAME
that displays your page. Including them will make them appear redundant.

PayPal Apps Developer Guide October 2010
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- PayPal App User Interface Guidelines
Badge View Guidelines

Widget View

605 x 285 live area includes a scrollbar (if necessary)

Tech Support email )
and phone number Application FAQ Full-page

Category link
Logo
- o - \ I - o
ation

L Support &

‘ AcmeAppication _:_:Tﬂm Suppert o ¢4 1.800.555 5555 Manage & ‘ Acme/ipplicafion f:r::tv:mﬁfu-lm ¢ af 1.000.555.5555 '“:‘ul:lr-phr-\:-c.;
Overview By Sales Aow o AcmeApplicatjon @.a@eaupnmmm m:g;;g:;wcs
Compars T Hone 3l ow for e
D._ = 12 pi —Overview By Sales A
: pix space \ . TS
N D—(4 sides) ; [ Caleulate M}’E
‘- ‘ Wi H| el Flm e SRR
M| | O
T ! || '—h—] =l ] T! [ ‘ ; ; "
I !|_| CI0 L | ||" 0 A Do not include your logo, contact information, category or
= = = = tag line/slogan in your app.
Avoid orange color buttons - this color is reserved for

main navigation on PayPal

L— Do not place text or images without a 12 pixel margin

Badge View Guidelines

Follow these guidelines for the badge view:
e Provide 1 or 2 graphics whose total size is exactly 150 pixels wide by 171 pixels high.

e Ifyou provide 1 graphic, you must provide a 1-pixel border on the left and right sides; thus,
the width is the sum of a 1-pixel border on the left, 148 pixels for the graphic, and a 1-pixel
border on the right.

e If you provide 2 graphics, the total height of both must not equal 166 pixels because the
graphics will be separated by 5 pixels of white space between them.
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PayPal App User Interface Guidelines
Icon Guidelines

Badge
Short Description

Badge is used to promote application (truncated t0 160 characters
including spaces)

App Name Logo

g ‘AC eApplicatipn

know how and when to sgll based on aver
A00 million closed eBay listings. Maximize
yaur sales price, find great kevwords, know

what sells, and more, Larem ipsum.
- s ore nio

Add Application |

Small Screen Capture

(150 x 178 total image area)

If necessary, 2 screencaptures separated by 4pix space can be used
Image area includes 1 pix #cccece border

Icon Guidelines

Follow these guidelines for your company icon:

e Your icon must be a transparent GIF on a white background, exactly 55 pixels wide by 50
pixels high.

e The transparency radius must be 6 pixels.
e The graphic image inside the icon must be centered left-to-right and top-to bottom.
e You must provide 5 pixels of white space on each side of the icon.
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- PayPal App User Interface Guidelines
Logo Guidelines

ICON

All icons must be supplied as TRANSPARENT GIF files on white background
Size Is 55 pix by 50pix

Minimum 5 pix white space on all sides

Radius (transparency) 6 pixels

S .1 transparent & pix radius (4 comers)

B> min 5 pix white space around icon
a0 pix
,'H center lcon in the image area

e 55 pix |

Do not make icon too small /too large
or position it off-center

Logo Guidelines

Follow these guidelines for your company logo:
e Your logo must be a transparent GIF on a white background, exactly 30 pixels high.

e The logo must be trimmed so that it exactly fits the width of the image, which must be 160
pixels.
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PayPal App User Interface Guidelines
Logo Guidelines

Logo

All logos must be supplied as non-transparent GIF files on white background
160 pix by 30pix
Position logo Left Justified. Do not trim to fit!

. AcmeApplication image size - 30 x 160 pixels

Keep the image size at

‘ ACMEAPP 30 % 160 pixl

Do not trim ar reduce the
_ heights/ength to
.AcmeﬂppsDevelopment fit your logo

‘. CMEAPP/ DO not trim to fitl

. AcmeAppsDey/

.\‘ eAppsDev

& De Do not center your loga ar
@l AcgiergpsDev position it at the top or bottom

‘ AcméAppsD of the trim area
l.#
d?

‘ AcmeAppsDev

October 2010
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Logo Guidelines
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Invoking PayPal APIs From Your
PayPal App

To call a PayPal API operation from your PayPal App, you must collect parameters needed by
the API and invoke the PayPal gadget server to deliver the parameters to your server. Your
server then makes the actual API call and returns the response to your PayPal App.

The following diagram shows the general flow of your API request from your PayPal App to
your server, which makes the request and delivers the response to your PayPal App.

Your Application Sarvar
combines parameters
into request and calls API
operation

E’ PayPal Gadget Sarver

gadgets_ io.makeRequest]...); —AP| parameters—n =

+ — Rasponse —
paramelars

< Web Senices

Set parameters associated with the AP operations request message and pass them to your
server, which executes the API operation, using the gadgets. 10.makeRequest API
operation.

AP responzes

+AP| request—|

IMPORTANT:  You must use the JSON data model in requests in responses to
gadgets. 10.makeRequest; Caja does not allow you to use XML.

The PayPal gadget server also provides you with the account holder’s email address and Payer
ID to identify the account holder making the invocation.

Supported JavaScript Components

You should use the Caja-supported YUI 2.8 JavaScript Library to implement JavaScript within
your HTML pages. Some JavaScript constructs are restricted.

The following components are supported:
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- Invoking PayPal APIs From Your PayPal App
Supported JavaScript Components

Core components

Yahoo! Global Object (base requirement for all YUl components)
DOM Collection (convenience methods for DOM interactions)
Event Utility (event normalization and custom events)

Controls and widgets

AutoComplete

Button

Container, including Module, Overlay, Panel, Tooltip, Dialog, and SimpleDialog
Menu

TreeView

Utilities

Animation Utility

Connection Manager (for XHR / AJAX)
DataSource Utility

Drag and Drop Utility

Element Utility

ImagelLoader Utility

Resize Utility

Selector Utility

For information about the YUI Library, see http://developer.yahoo.com/yui/.

The following JavaScript constructs cannot be used:

30

thisif it promotes to global object
DOM events (must be elements in DOM)
with

eval(Q

Javascript:void(0)

delete variable

aFunction.caller or aFunction.arguments

arguments.caller or arguments.callee

try/catch with scope leakage

Function() constructors

Identifiers ending in _

Reflective attribute control

Joining arguments with parameter list
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Invoking PayPal APIs From Your PayPal App
Content Restrictions for PayPal Apps

Content Restrictions for PayPal Apps

Some HTML constructs cannot be used, because they could compromise security. Caja
enforces client-side sanitization, which may strip out or inline HTML code, such as style
sheets and scripts. There are also additional restrictions.

Do not use the following HTML constructs:
targets except for <a target=...>,target=_blank, and target=_top.

<embed> For Flash, use JavaScript instead; requires permission from PayPal.

e <head> Use plain HTML starting from inside the body.
e <iframe> (temporary restriction)
e <link rel=stylesheet> (Temporary restriction; inline the style sheet)

e <object> For Flash, use JavaScript with swfobject; other objects, such as ActiveX are
not allowed.

e <script> on the client side; using inline scripts on the server-side is allowed. (Caja
inlines them on your site.)

e <script src=...>(temporary restriction).

e <style>on the client side; its use on the server-side is allowed. (Caja inlines them on
your site.)

In addition to HTML restrictions, the PayPal Apps are restricted in the following ways:
e jQuery is not supported.

e Charting is not supported.

e Flash is supported only with permission from PayPal.

e Remote calls are restricted to only your domain.

e Opening windows to a predefined URL.

noTe: Caja currently supports only Shindig 1.1.

PayPal Invocation Parameters For Your PayPal App

When a PayPal account holder invokes your PayPal App, PayPal uses the Open Authorization
(OAuth) protocol to provide sufficient information for you to verify that the requestor is
PayPal. PayPal also provides you with the account holder’s email address and Payer ID to
identify the account holder making the invocation.

Parameter Description Example Value
paypal _payer_id PayPal account holder’s Payer ID PP12345678
opensocial_app_id Your PayPal App ID terapeak12345
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Invoking PayPal APIs From Your PayPal App
PayPal Invocation Parameters For Your PayPal App

Parameter

Description

Example Value

opensocial_app_url

opensocial_viewer_id

oauth_consumer_key

oauth_signature_method

oauth_timestamp

oauth_nonce

oauth_version

oauth_signature

Reserved for future use

PayPal account holder’s email address

A uniform resource indicator (URI) that specifies the
PayPal callback name for the PayPal App

Open Authorization signature type

A timestamp expressed in the number of seconds since
January 1, 1970 00:00:00 GMT; used to limit

A random string, uniquely generated for each
authorization request with the same timestamp

The Open Authorization version; must be 1.0

PayPal generated signature

https://gs.paypal
3papps.com

foo@paypal -com
paypal3papps.com

RSA-SHA1
1276046551

1052638374415123
1.0

abYtkh/03uehYgK/c
- - -DBg21j5sDcxGU=

For example, PayPal invokes your URL-based gadget with the these parameters, as follows:

http://your_app.your_domain.com?paypal _payer_id=PP12345678&opensocial_app_id=
terapeakl2345&opensocial_app_url=httpsh3A%2F%2Fgs . paypal 3papps . com&opensoci
al_viewer_id=foo%40paypal .com&oauth_consumer_key=paypal3papps.com&oauth_sig
nature_method=RSA-
SHAl&oauth_timestamp=1276046551&oauth_nonce=1052638374415123&0auth_version=
1.0&oauth_signature=abYtkh%2FO3uehYgK%2FcVH5FxSdJ3uXgl 7L ttxJy 1 QwVxx%2Ftedpi
vNI%2FLXXRzwzm2P%2FfvJILbOyuh5CL6gksU5v0z0%2BrzxmgSHs3Jb7KJINOpM09%2B1LaJHG z
U4zW7YTpoHd2AVj 2pcPz4H89 14p5R0PgQo 18syxUEDBG2 1 j 5sDexXGU%3D

To implement the Open Authentication protocol, you must

o verify that the signature in cauth_signature is valid using the protocol specified in
oauth_signature_method and a public key downloaded from PayPal. You should
compute your own signature and compare it with the signature in oauth_signature. A
match indicates that the parameters have not been altered.

o verify that the timestamp is recent; for example, within 5 minutes.

o verify that the invocation request is not being replayed by comparing the value in
oauth_nonce with a database of values; a match indicates that the request has already

occurred.

In addition, you should verify the consistency of the request; for example, you should check
that the application ID in opensocial_app_id matches your PayPal-assigned PayPal App

ID.
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PayPal APIs Available From PayPal Apps

PayPal APIs Available From PayPal Apps

PayPal APIs consist of the Adaptive Payments API, the Adaptive Accounts API, the Website
Payments Pro API, which includes the Express Checkout API, Button Manager API, and the
Payflow API. Not all APIs are available from PayPal Apps.

IMPORTANT:  You can use PayPal APIs in your PayPal App if they do not redirect to PayPal
or require the transmission of sensitive information, such as credit card
numbers.

Your PayPal App can use the following PayPal APIs:

API Operation Description

Adaptive Payments API operations:

Pay Transfers funds from a sender’s PayPal account to one or more receivers’
PayPal accounts (up to 6 receivers)

PaymentDetails Obtains information about a payment set up with the Pay API operation

ExecutePayment Executes a payment

GetPaymentOptions Obtain the settings specified with the SetPaymentOptions API operation

SetPaymentOptions Sets payment options

CancelPreapproval Cancels a preapproval

Refund Refunds all or part of a payment

ConvertCurrency Obtains the current foreign exchange (FX) rate for a specific amount and
currency

GetFundingPlans Determines the funding sources that are available for a specified payment

GetShippingAddresses Obtains the selected shipping address

Adaptive Accounts API operations:
AddBankAccount Link bank accounts to PayPal accounts as funding sources.
AddPaymentCard Link payment cards to PayPal accounts as funding sources

SetFundingSourceConfirmed Set the funding source to confirmed; they may set the account to PayPal
Verified status.

GetVerifiedStatus Verify PayPal accounts by matching account holder criteria such as the
account holder’s email address.

GetUserAgreement Obtains the PayPal End User License Agreement (EULA) associated with
the country of an account. (mobile only)

Common API operations: (Direct Payment and Express Checkout only)

GetTransactionDetails Obtain information about a specific transaction.
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API Operation

Description

ManagePendingTransactionSt Accept or deny a pending transaction held by Fraud Management Filters.

atus

TransactionSearch

Recurring Payment API operations:

ManageRecurringPaymentsPro

fileStatus
Bi ll0utstandingAmount

UpdateRecurringPaymentsPro

file

DoReferenceTransaction

Search transaction history for transactions that meet the specified criteria.

Cancel, suspend, or reactivate a recurring payments profile.

Bill the buyer for the outstanding balance associated with a recurring
payments profile.

Update a recurring payments profile.

Process a payment from a buyer’s account, which is identified by a previous
transaction.

Recurring Payment Billing Agreement AP operations: (Express Checkout only)

BAUpdate

GetBi llingAgreementCustome

rDetails

SetCustomerBillingAgreemen

t

Update or delete a billing agreement.

Obtain information about a billing agreement’s PayPal account holder.

Initiates the creation of a billing agreement.

Other Express Checkout API operations: (Express Checkout only)

AddressVerify

GetBalance

GetPalDetails

MassPay

Button Manager API operations:

BMCreateButton
BMUpdateButton
BMManageButtonStatus
BMGetButtonDetails
BMButtonSearch
BMGetlInventory
BMSetlnventory

Confirms whether a postal address and postal code match those of the
specified PayPal account holder. (Express Checkout only)

Obtain the available balance for a PayPal account. (Express Checkout only)

Obtain your Pal ID, which is the PayPal-assigned merchant account
number, and other information about your account.

Make a payment to one or more PayPal account holders.

Create button code

Update a hosted button

Delete a button

Obtain information about the parameters associated with a button
Obtain a list of all buttons

Obtain the inventory levels associated with a button

Specify the inventory levels associated with a button
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Setting Up Your PayPal App to
Enable Payments

This example shows how to set up your PayPal App to enable payments using the Adaptive
Payments Pay API operation.

This example assumes that you have a working server that responds to your payment requests.
These requests are passed to your server via the PayPal gadget server using the
gadgets.io.MakeRequest method.

These instructions only describe the steps to include JavaScript code in your PayPal App for
invoking the PayPal gadget server and responding to the response. It does not show how to set
up the Pay call on your server; however, there are several important requirements for calling
the Pay API operation from your App:

e You cannot specify senderEmaill.

e You cannot use a preapproval.

e You cannot make an implicit payment.
e You cannot use a funding constraint.

For more information about Adaptive Payments and the Pay APl operation, see
https://cms.paypal.com/cms_content/US/en_US/files/developer/PP_AdaptivePayments.pdf.

The following diagram shows the general flow of your API request from your PayPal App to
your server, which makes the request and delivers the response to your App.

PayPul

= - RSO T e

<MaodulePrefs ...>
= i = =
qnﬁfﬂgﬁmfm paypal.... Your Application Server
3 combines parameters

PayPal Gadget Sarver ]
gadgets.ic.makeRequest{...); AP paramratem.—nu p| Mo requestand calls AP
“ 4+ Responses — operation
paypal apps. launchFlow(...; parametars

&l

Wi

=1

25

B L

£

v

Web Services

Your PayPal App must perform the following actions:
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- Setting Up Your PayPal App to Enable Payments

e Set parameters associated with the Pay API request message and pass them to your server,
which executes the request.

noTe: Not shown in the diagram, you must call the PayPal-supplied getReturnUrl and
getCancellUrl JavaScript functions to obtain the correct URLS to pass to the Pay
API operation.

e Call the gadgets. io.makeRequest method to initiate the request on your server.

o Invoke the PayPal-supplied launchFlow JavaScript function to initiate an Adaptive
Payments inline payment flow. Typically, your callback to the
gadgets. 10.makeRequest method calls launchFlow.

To set up your PayPal App to enable payments, follow these steps:

1. Specify the required library associated with the Pay API operation.

<ModulePrefs title=""___">
<Require feature="'opensocial-0.8" />

<Require feature="'paypal.pay'/>
</ModulePrefs>

2. Obtain the Return and Cancel URLSs.

The Return and Cancel URLSs determine whether success or cancel, respectively, is
returned to your PayPal App. See Step 6 for an example.

var payReturnUrl
var payCancelUrl

paypal .apps.getReturnUri();
paypal .apps.getCancelUrl();

3. Set up all parameters required to create the Pay API request.

This example shows the parameters required in the request being set for the call to
gadgets. 10.makeRequest:

var params = {};
params[gadgets. io.RequestParameters.CONTENT _TYPE] =
gadgets. io.ContentType.JSON;
params[gadgets. io.RequestParameters.METHOD] =
gadgets. io.MethodType.CGET;
var queryUrl = externalServer + '“?receiverEmail=" +
document.getElementByld(*'receiverEmail') .value;

queryUrl = queryUrl + "&amount="" +

document.getElementByld("amount'™) .value;
queryUrl = queryUrl + "&returnUrl=" + payReturnuUrl;
queryUrl = queryUrl + "&cancelUrl=" + payCancelUrl;
D:

4. Call gadgets. i0.makeRequest, specifying the URL of your service endpoint, a
callback function that completes the request (see Step 5), and the parameters required to
form the request.
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gadgets. io.makeRequest(
https://your_domain:port/your_server/your_serviet,
ppCallback, params);

NOTE: You must specify the same service endpoint that you specified when you submitted
your App to PayPal.The service endpoint includes the protocol, server name, and port;
for example, https://your_domain.com:port/your_server/.. ..

5. Obtain the pay key, which will be used to launch the payment flow.

This example shows a callback function associated with gadgets. io.makeRequest that
will be invoked when the gadget server responds. The callback obtains the payment key and
uses it in the payment flow’s URL.

Ffunction ppCallback(obj){
var jsondata = obj.data;
var payKey = jsondata[''payKey''];
paypal .apps . launchFlow(
“https://paypal .con/webapps/adaptivepayment/flow/pay?paykey=""
+ payKey + "‘&source=ppa’’,
popupCal Iback) ;
¥

6. Define a callback function that will be invoked at the end of the payment flow.

The callback function receives either success or cancel, depending respectively on
whether the Return URL or Cancel URL redirected the browser to your App.

function popupCallback(data){

if (data == "success") {
html = “'<font color=green><b>Payment Successfully Completed
</b></font>"";
} else {
html = “<font color=red><b>Payment Cancelled</b></font>"";
}

document.getElementByld("statusMessage®). innerHTML = html;
}

7. Call the PayPal launchFlow JavaScript function, specifying the URL of the flow and the
callback function to execute after the flow terminates.

paypal .apps - launchFlow(
"https://paypal .com/webapps/adaptivepayment/flow/pay?source=ppa&paykey=""
+ payKey, popupCallback);
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JavaScript Functions for PayPal Apps

PayPal provides JavaScript functions that you use within your PayPal App to send and receive
parameters used in PayPal API request and response messages. All functions must be prefixed

with the paypal . apps namespace.

Function and Signature Description

launchFlow = function (url, Opens a minibrowser window to initiate the flow at an endpoint

callback) specified by url. On successful completion or cancellation of the
flow, it invokes the specified callback function.

getReturnUrl : function Obtain the return URL.

getCancelUrl : function O Obtain the cancel URL.

Example Send Money PayPal App

This example PayPal App presents a form for sending money. When a PayPal account holder
submits the form, a Pay API operation executes on your server and the response is sent back to
your App. You call launchFlow to confirm the payment and transfer money.

Payment Flow

This PayPal App enables a PayPal account holder to specify the receiver’s email address and
the amount of the payment. When the account holder clicks Pay, the request is sent to your
server:
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Log Qut | Help | Security Center Search

PayPal

- My Account Send Money Request Money Merchant Services Products & Services Community

Overview Add Funds Withdraw History Resolution Center Profile Virtual Terminal

PayPal Integrated Apps iy Applications
Pay Flow Gadget v2 X
| E| Contact Pay Flow Gadget v2 support Manage Help
Email tech support or call 408-967-6000 Annliratinn

Sample Send Money HTML Gadget

Receiver Emai|:| qal52-pers@paypal.com |

Amcunt:|1ﬂ |

Py |

'.((1'. PayPal integrated Apps My Applications Terapeak Terapeak(P) g App Gallery

When your server responds. the launchFlow JavaScript function initiates the payment flow
and presents a review page in the PayPal minibrowser:
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PayPal

{= Review Your Purchase - PayPal - Windows Inter... |Z|_

Log Qut | Help | Security Center Search

]

£ | htbps:jistage2vm5258 sc4. paypal com: 844 3jweba v @ Certificate Error

My Account
|
Overview Add Funds

PayPal Integrated A

Patrick Adams PayPa.' a

Motyou? | Log out

You are about to pay

Receiver Amaount

Phillips, Douglas $1.99
TOTAL  $1.99 USD

Pay with:
My PayPal Balance View PayPal policies. $1.99 USD

|My PayPal Balance v

Memo:3ptestapp

Pay | cancel

PayPal protects your privacy and security. [+

S ————

£l

My Applications

Manage Help

Annliratinn

gbled.

=

« Jf PayPal integrat;

€D Internet A 100%,

-

ipeak(P) g App Gallery

When the account holder clicks the Pay button in the minibrowser, the flow continues with a
summary page:
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Log Crut | Help | Security Center Search

Paypa’- {= Thank you for, using PayPall - Windows Internet... |Z||:,[z|

£ | https:f/stage2vmS258, 504, paypal.com: G443 eba @ Certificate Errar

= - 5

. Fatrick Adams
Overview Add Funds £l
i PayPal /&

PayPal Integrated A e — My Applications
Thank you for using PayPal!

| El Piilips, Dovglas o Manage Help
TOTAL  $1.99 USD Annliratinn

H Bbled.

PayPal protects yvour privacy and security. [+

'((1 PayPal integratg & Internet F100% - ipeak(P) i App Gallery

When the account holder clicks Close, PayPal automatically closes the minibrowser, and
redirects the browser to your PayPal App.

=
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Sample Code

<?xml version="1.0" encoding=""utf-8"?>

<Module>

<ModulePrefs title="Simple Pay Gadget'" author="_._."
author_email="". . _@ebay.com">

<Require feature=""paypal.pay'/>

</ModulePrefs>

<Content type="html">

<V[CDATAL
<style type="‘text/css'>

body {

font-family: arial, sans-serif;
by

#headerDiv {

padding: 10px;
margin-bottom: 20px;
background-color: #ebecf9;
color: #3366¢ccC;
font-size: larger;
font-weight: bold;
text-align: center;
}

.subTitle {
font-size: smaller;
text-align: center;
}

-mainTitle {
font-size: larger;
text-align: center;

}
-gadgets-gadget-chrome {
width: 60%;

margin: auto;

}

-buttonDisplay {
background-color: #faacb58;
}

.gadgets-gadget {

width: 100%;

by
</style>

<center> <h2>Sample Pay Gadget</h2> </center>

<Il-- Capture Payment Details -->

<div id="headerDiv'>

<table align="center'>

<tr align=""center''><td><b> Receiver Email:</b><input type="text"
id="receiverEmail" size=30 value="...@yahoo.com"></td></tr
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<tr align=""center’><td><b> Amount:</b><input type=""text id=""amount’
value=""10"></td></tr>

<tr align="center’><td><input type="button' class="buttonDisplay"
value=""Pay"" onclick="makeJSONRequest();"></td></tr>

<tr align="center’><td> <div i1d="statusMessage'> </div></td></tr>
</table>

</div>

<!-- Include URLs for your extenal server and Adaptive Payment confirmation
—
<script type=""text/javascript'>

var externalServer = "https://host@domain:port/payserver/PayServiet’”;

var adaptivePaymentConfirmation =

“https://paypal .com/webapps/adaptivepayment/flow/pay?paykey="";

var payReturnUrl = paypal .apps.getReturnUrl();

var payCancelUrl paypal .apps.getCancelUrl();
</script>

<I-- Send payment details to your external server using
gadgets. io.makeRequest -->
<script type=""text/javascript'>
function makeJSONRequest() {
var params = {};
var queryUrl = externalServer + '“?receiverEmail=" +
document.getElementByld(*'receiverEmail'™) .value;

queryUrl = queryUrl + "&amount="" +
document.getElementByld("amount'™) .value;

queryUrl = queryUrl + "&returnUrl=" + payReturnuUrl;

queryUrl = queryUrl + "&cancelUrl=" + payCancelUrl;

var html = "<font color=blue><b>Payment Being Processed -

Make sure pop-ups are enabled.</b></font>"";
document.getElementByld("statusMessage”) . innerHTML = html;
params[gadgets. io.RequestParameters.CONTENT _TYPE] =
gadgets. io.ContentType .JSON;
params[gadgets. io.RequestParameters.METHOD] =
gadgets. io.MethodType.GET;
gadgets. io.makeRequest(queryUrl, makeRequestCallback, params);

}

</script>

<I-- Create a callback function to read the paykey and launch the mini-
browser -->
<script type=""text/javascript'>
function makeRequestCal lback(obj){
var jsondata = obj.data;
var payKey = jsondata[''payKey'];
paypal . apps. launchFlow(adaptivePaymentConfirmation + payKey,
popupCal lback) ;
}

</script>
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<!-- Create a callback function to update the status -->
<script type=""text/javascript'>
function popupCallback(data){

var html = "";
if (data == “success”) {
html =
“<font color=green><b>Payment Successfully Completed </b></font>";
3} else {
html = "<font color=red><b>Payment Cancelled</b></font>";
¥
document.getElementByld("statusMessage”). innerHTML = html;
}
</script>
11>
</Content>
</Module>
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Open Source Resources for
PayPal Apps

For more information about the Google Gadgets API, see http://code.google.com/apis/gadgets/.

For more information about the Open Social framework, see http://www.opensocial.org/.

For more information about Caja, see google-caja
For information about Shingdig, see Shingdig Getting Started

For information about the YUI Library, see http://developer.yahoo.com/yui/.

For more information on the Open Authorization (OAuth) protocol as it used with Open Social
applications, see the following links:

e Introduction To Signed Requests

e \alidating Signed Requests

e OAuth Enabled Gadgets on OpenSocial enabled Social Networks
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