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Key FindingsThe State of E-Commerce Fraud 
Management 

E-commerce fraud management (EFM) is critical to business 
success. As businesses around the world continue on their digital 
transformation journey, it is critical to have a strong EFM and security 
strategies. Most firms have invested in tools and third-party partners 
to bolster their fraud management program, but it’s not enough — 
97% of survey respondents have experienced fraud in the past 24 
months. In order keep up — and transform with the world around 
them — fraud prevention decision-makers are looking towards 
automated fraud management and machine-learning (ML) solutions. 
These solutions will increase efficiency and reduce manmade errors.

Firms use both rules-based and EFM 
solutions. Adaptive ML is the future, as 83% 
of respondents noted it’s pivotal to their 
companies’ e-commerce fraud strategy.

Firms are looking toward ML and automation. 
Eighty-one percent of respondents indicated 
adaptive machine learning solves their 
companies’ top EFM challenges, and 64% plan 
to invest this year.

On average, it takes over a week to resolve 
a fraud incident. Respondents indicated that 
their firms lack the tools and resources to 
reduce fraud. 
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3 “How critical is your e-commerce fraud management 
strategy for achieving each business initiative over 
the next 12 months?”

Critical/ 
Extremely critical

Improving 
customer 

experience
43% 45% 89%

Increasing 
revenue 46% 35% 81%

Expanding into 
new markets 34% 33% 67%

Digital 
transformation 47% 31% 78%

Decreasing 
operating 

costs
39% 30% 69%

C
urrent State

Base: 309 global fraud prevention decision-makers at e-commerce companies
Note: Total percentages may not equal separate values due to rounding.
Source: A commissioned study conducted by Forrester Consulting on behalf of PayPal, November 2021

E-Commerce Fraud Management Is  
Critical For Business Success

Customers demand a frictionless, secure experience and 
companies know that they will lose business if they fail to provide. 
Fraud prevention respondents stated that EFM was critical to 
improving customer experience, increasing revenue, expanding 
into new markets, and achieving their organizations’ digital 
transformation initiative. 

Critical Extremely critical
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Ease of implementation
77%

Advanced technology
76%

Partnership/customer service
71%

Industry experience
71%

“When considering a fraud management vendor, 
what are the most important factors you considered/
are considering?”

“What benefits have you experienced/expect to experience 
from partnering with a fraud management vendor?”

Base: 303 global fraud prevention decisionmakers at e-commerce companies planning to invest/investing in a fraud 
management vendor
Note: Showing top 3
Source: A commissioned study conducted by Forrester Consulting on behalf of PayPal, vNovember 2021

Base: 303 global fraud prevention decision-makers at e-commerce companies planning to invest/investing in a 
fraud management vendor
Note: Showing total rank
Source: A commissioned study conducted by Forrester Consulting on behalf of PayPal, November 2021

Leaders In Fraud Prevention Rely On EFM 
Solutions And Vendors 

Firms understand EFM is a business must and have invested in 
solutions and third-party vendors to support their EFM strategy. 
Respondents indicated that the most valuable components 
of their current EFM program include rules-based software 
solutions (74%), machine-learning software solutions (70%), and 
advanced auditing and reporting capabilities (64%).  
Rules-based and ML solutions play an equal role in respondents’ 
organizations’ EFM programs. 

When it comes to vendors, respondents noted looking for 
someone to help with the heavy lifting. The most important 
considerations when selecting a vendor are the ease of 
implementation, the ability to provide advanced technology, 
and the overall partnership and industry expertise. Respondents 
whose organizations have partnered with a fraud management 
vendor experienced more accurate identifications of fraud, a 
better customer experience, and better fraud resources.  

More accurate identifications of fraud

55%

A better customer experience (CX)

55%

Better fraud resources (e.g., tools, skill sets, etc.)

52%
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Machine-
Learning Fraud 
Management 
Solutions Are  
A Must

Companies are evolving with their customers, and traditional solutions alone are not enough to fit the bill. 
Eight out of 10 respondents believed adaptive machine learning is pivotal to their companies’ e-commerce 
fraud strategy. Respondents that have already implemented an ML fraud management solution said they are 
looking to improve customer satisfaction, have greater efficiency loss reduction, and lower operational cost. 

“You indicated that your organization has a machine-learning fraud management software solution. 
What are the main reasons why you implemented this solution?”

Base: 277 global fraud prevention decision-makers at e-commerce companies implementing a machine-learning 
fraud management software solution
Source: A commissioned study conducted by Forrester Consulting on behalf of PayPal, November 2021

Greater efficiency loss reduction Lower operational costBetter customer satisfaction

83% of respondents believed adaptive machine 
learning is pivotal to their company’s EFM strategy
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Fraud Incidents Are Common And Result In 
Negative Business Outcomes 

Companies’ fraud management strategies are not foolproof. Ninety-
seven percent of respondents experienced fraud in the past 24 
months. The most common types of fraud were charge-back, account 
takeover (ATO), and transaction fraud. Once fraud is identified, it 
takes the majority of respondents weeks to resolve. This has huge 
implications to the business. Most notably, respondents said that 
fraud incidents resulted in a negative customer experience, lost 
sales/revenue, wasted labor resolving issues, and an inaccurate view 
of the customer. 

Base: Variable global fraud prevention decision-makers at e-commerce companies  
Note: Showing three results out of five
Source: A commissioned study conducted by Forrester Consulting on behalf of PayPal, November 2021

“On average, how quickly are you able to resolve 
each type of fraud?”

Within 
minutes

Within 
hours

Within 
days

Within 
weeks

Within 
months

Account  
takeover fraud

Charge-back/ 
friendly fraud

Transaction  
fraud

10%

20%

30%

40%

50%

60%
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7 “What are the top challenges your organization 
experiences with your current e-commerce fraud 
management strategy?”Companies Need To Bolster Their Fraud 

Resources  

Firms are experiencing fraud incidents because they don’t have 
the adequate EFM resources. Respondents indicated that their 
organizations’ top challenges include their solution flagging too many 
false positives or negatives; lacking resources to resolve issues, 
including headcount and employee skill sets; and current tools that 
are difficult to use. Without adequate tools and resources, firms will 
continue to experience fraud incidents. 

Base: 309 global fraud prevention decision-makers at e-commerce companies  
Note: Showing total rank
Source: A commissioned study conducted by Forrester Consulting on behalf of PayPal, November 2021

Solution flags too many false
positives/negatives72%

Lack of resources  
(e.g., employees, employee skill sets)73%

Tools are difficult to use.71%
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-1%

-10%
-12%

-5%

“How has/would implementing an automated  
fraud management solution increase or  
decrease the following?”Automated ML Solutions Will Decrease 

EFM Challenges And Improve Business 
Outcomes 

Digital transformation will solve most EFM challenges and reduce 
fraud attacks. Specifically, the shift to automated fraud management 
solutions and ML will create more accurate and efficient fraud 
reporting and management. Eighty-one percent of respondents 
indicated that adaptive machine learning will solve their companies’ 
top e-commerce fraud management challenges, and 64% plan 
to invest or increase investment in EFM this year. Respondents 
expected these investments to decrease operational costs, 
compliance costs, and their organizations’ overall risk universe and 
response time, while increasing customer satisfaction.  

Base: 253 global fraud prevention decision-makers at e-commerce companies planning to invest/investing in
an automated fraud management solution
Source: A commissioned study conducted by Forrester Consulting on behalf of PayPal, November 2021

Mean Percentage

Your
operational

cost

Your
compliance

cost

Your risk
universe

Your risk
response

time

Customer satisfaction  
has increased by:

+19%
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Project Director:

Vanessa Fabrizio, Market Impact 
Senior Consultant

Contributing Research:

Forrester’s Security & Risk

research group

Conclusion

The pandemic accelerated digital e-commerce and moved fraud 
management in retail from a nice-to-have feature to a key imperative. 
Our study found that:

• Fraud incidents are common and result in negative business 
outcomes. With ATO, payment fraud, and identity theft on 
the rise, merchants must protect against fraud to preserve 
business growth and provide a positive and frictionless customer 
experience.

• Merchants struggle to scale fraud teams to address increasing 
charge backs. Firms must choose their investments wisely. 
Instead of hiring more investigative but reactive staff to struggle 
with chargeback disputes, they must invest in automated 
systems and processes.

• Machine-learning fraud management solutions are not just 
nice to have. Our survey showed that automated, machine-
learning-based fraud management solutions will decrease fraud 
management and improve business outcomes.

O
verview

C
hallenges

Solutions
C

onclusion

ADAPTIVE ML: THE FUTURE OF E-COMMERCE FRAUD MANAGEMENT

FORRESTER OPPORTUNITY SNAPSHOT: A CUSTOM STUDY COMMISSIONED BY PAYPAL | APRIL 2022

C
urrent State

C
onclusion



10

Methodology
This Opportunity Snapshot was commissioned by PayPal. To create this 
profile, Forrester Consulting supplemented this research with custom 
survey questions asked of 309 global fraud prevention decision-makers at 
e-commerce companies. The custom survey began and was completed in 
November 2021.

ABOUT FORRESTER CONSULTING

Forrester Consulting provides independent and objective research-based consulting to help leaders 
succeed in their organizations. Ranging in scope from a short strategy session to custom projects, 
Forrester’s Consulting services connect you directly with research analysts who apply expert insight 
to your specific business challenges. For more information, visit forrester.com/consulting.

© Forrester Research, Inc. All rights reserved. Unauthorized reproduction is strictly prohibited. 
Information is based on best available resources. Opinions reflect judgment at the time and are 
subject to change. Forrester®, Technographics®, Forrester Wave, RoleView, TechRadar, and Total 
Economic Impact are trademarks of Forrester Research, Inc. All other trademarks are the property of 
their respective companies. For additional information, go to forrester.com. [E-51820]

Note: Percentages may not total 100 because of rounding.

Demographics

ANNUAL REVENUE

$100M to $199M 4%

$200M to $299M 12%

$300M to $399M 17%

$400M to $499M 20%

500M to $999M 21%

1B to $5B 19%

>$5B 7%

REGION

NA 33%

EMEA 34%

APAC 33%

INDUSTRY

CPG/manufacturing 25%

E-commerce 25%

Retail 26%

Travel and hospitality 24%

TITLE

C-level executive 9%

VP 35%

Director 56%

DEPARTMENT

Finance 44%

IT/security/risk 
management 56%
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