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Entrus
ted 
Party 

Purpos
e of 
retenti
on and 
use by 
the 
recipie
nt 

All 
speci
fic PI 
items 
trans
ferre
d 

Period 
of 
retentio
n and 
use by 
the 
recipien
t(s) 

Destina
tion 
country 

Date, time 
and 
method of 
transmissi
on 

Contact 
information of 
the person in 
charge of the 
PI within the 
recipient(s) 

Users’ right to 
refuse transfer 
of PI to the 
recipient(s) 
and any 
disadvantages 
resulting from 
such refusal 

OCR 
Labs 
Global 
Ltd. 

To 
verify 
identit
y; 
autom
atic 
data 
extract
ion 
from 
images 
of 
docum
ents, 

Addr
ess, 
Date 
of 
Birth, 
Geol
ocati
on 
Infor
mati
on, 
Nam
e, 

For as 
long as 
necessa
ry to 
provide 
the 
services 
or as 
otherwi
se 
agreed 
in the 
service 
contract 

Great 
Britain 

At the 
time of 
customer 
identity 
validation 
over the 
network 

privacy@ocrl
abs.com 

https://ocrlab
s.com/legal/p
rivacy-policy 

https://www.paypal.com/kr/webapps/mpp/ua/legalhub-full?locale.x=en_KR
https://www.paypalobjects.com/marketing/ua/pdf/KR/en/third%20parties-list.pdf#_blank
mailto:privacy@ocrlabs.com
mailto:privacy@ocrlabs.com
https://ocrlabs.com/legal/privacy-policy
https://ocrlabs.com/legal/privacy-policy
https://ocrlabs.com/legal/privacy-policy


compa
rison 
of 
custom
er 
selfie 
with 
docum
ent 
image 
and 
docum
ent 
validat
ion / 
forgery 
detecti
on. 
Trainin
g of 
docum
ent 
recogn
ition. 

Othe
r 

Sinch 
Interc
onnect 
LLC 

To 
optimi
ze SMS 
messag
e 
routing 

Phon
e 
Num
ber 

For as 
long as 
necessa
ry to 
provide 
the 
services 
or as 
otherwi
se 
agreed 
in the 
service 
contract 

US 

At the 
time of 
transactin
g over the 
network 

dpo@sinch.c
om 

https://www.
sinch.com/pri
vacy-policy/ 

Acoust
ic, L.P. 

To 
provid
e mass 

Emai
l 
Addr

For as 
long as 
necessa

US 
At the 
time of 
transactin

privacy@aco
ustic.com  

https://acoust
ic.com/privac
y-notice 

mailto:dpo@sinch.com
mailto:dpo@sinch.com
https://www.sinch.com/privacy-policy/
https://www.sinch.com/privacy-policy/
https://www.sinch.com/privacy-policy/
mailto:privacy@acoustic.com
mailto:privacy@acoustic.com
https://acoustic.com/privacy-notice
https://acoustic.com/privacy-notice
https://acoustic.com/privacy-notice


mailin
g 
service 
used 
for 
operati
onal 
and 
transac
tional 
custom
er 
matter
s 

ess, 
Nam
e 

ry to 
provide 
the 
services 
or as 
otherwi
se 
agreed 
in the 
service 
contract 

g over the 
network 

Salesf
orce.c
om, 
Inc. 

To 
store 
merch
ant 
contact 
inform
ation 
and 
other 
suppor
ting 
inform
ation 
about 
the 
busine
ss 
relatio
nship 

Emai
l 
Addr
ess, 
Nam
e, 
Phon
e 
Num
ber 

For as 
long as 
necessa
ry to 
provide 
the 
services 
or as 
otherwi
se 
agreed 
in the 
service 
contract 

US 

At the 
time of 
merchant 
account 
creation 
over the 
network 

privacy@sale
sforce.com 

https://www.
salesforce.co
m/company/
privacy/ 

ON24, 
Inc. 

To 
host 
webina
rs, 
captur
e 
registr
ations, 

Emai
l 
Addr
ess, 
Nam
e, 
Phon
e 

For as 
long as 
necessa
ry to 
provide 
the 
services 
or as 

US 

At the 
time of 
signup on 
the 
webinar 
site over 
the 
network 

privacy@on2
4.com 

https://www.
on24.com/pri
vacy-policy/ 

mailto:privacy@salesforce.com
mailto:privacy@salesforce.com
https://www.salesforce.com/company/privacy/
https://www.salesforce.com/company/privacy/
https://www.salesforce.com/company/privacy/
https://www.salesforce.com/company/privacy/
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https://www.on24.com/privacy-policy/
https://www.on24.com/privacy-policy/


and 
enable 
live 
and 
on- 
deman
d 
viewin
g on its 
webina
r 
platfor
m. 

Num
ber 

otherwi
se 
agreed 
in the 
service 
contract 

used by 
user to 
sign up 

Stroz 
Friedb
erg, 
LLC 

To 
provid
e 
forensi
c and 
penetr
ation 
testing 
service
s 

Addr
ess, 
Date 
of 
Birth, 
Emai
l 
Addr
ess, 
IP 
Addr
ess, 
Nam
e, 
Othe
r, 
Phon
e 
Num
ber 

For as 
long as 
necessa
ry to 
provide 
the 
services 
or as 
otherwi
se 
agreed 
in the 
service 
contract 

US 

At the 
time of 
transactin
g over the 
network 

privacy@aon
.com 

https://www.
aon.com/cybe
r-
solutions/priv
acy-notice/ 

Genpa
ct 
(UK) 
Limite
d 

To 
setup, 
execut
e and 
measu
re 
market
ing 

Nam
e, 
Addr
ess, 
Date 
Of 
Birth, 
Emai

For as 
long as 
necessa
ry to 
provide 
the 
services 
or as 

Great 
Britain 

At the 
time of 
marketing 
campaign 
execution 
over the 
network 

DPO@Genpa
ct.com  

https://www.
genpact.com/
about-
us/privacy  

mailto:privacy@aon.com
mailto:privacy@aon.com
https://www.aon.com/cyber-solutions/privacy-notice/
https://www.aon.com/cyber-solutions/privacy-notice/
https://www.aon.com/cyber-solutions/privacy-notice/
https://www.aon.com/cyber-solutions/privacy-notice/
https://www.aon.com/cyber-solutions/privacy-notice/
mailto:DPO@Genpact.com
mailto:DPO@Genpact.com
https://www.genpact.com/about-us/privacy
https://www.genpact.com/about-us/privacy
https://www.genpact.com/about-us/privacy
https://www.genpact.com/about-us/privacy


campai
gns 

l 
Addr
ess, 
Gend
er, 
Geol
ocati
on 
Infor
mati
on, 
Phon
e 
Num
ber, 
Uniq
ue 
Devic
e 
Ident
ifier 

otherwi
se 
agreed 
in the 
service 
contract 

Qualtr
ics 
Labs, 
Inc. 

To 
provid
e 
forensi
c and 
penetr
ation 
testing 
service
s 

IP 
Addr
ess, 
Nam
e, 
Uniq
ue 
Devic
e 
Ident
ifier 

For as 
long as 
necessa
ry to 
provide 
the 
services 
or as 
otherwi
se 
agreed 
in the 
service 
contract 

US 

At the 
time of 
transactin
g over the 
network 

privacy-
dsr@qualtric
s.com 

https://www.
qualtrics.com
/privacy-
statement/ 

CallPo
int 
New 
Europ
e JSC 

To 
operat
e 
refund
ed 
return

Emai
l 
Addr
ess, 
Nam
e 

For as 
long as 
necessa
ry to 
provide 
the 

Bulgari
a 

At the 
time of 
transactin
g over the 
network 

DPO.EU@tel
usinternatio
nal.com  

https://www.t
elusinternatio
nal.com/priva
cypolicy  

mailto:privacy-dsr@qualtrics.com
mailto:privacy-dsr@qualtrics.com
mailto:privacy-dsr@qualtrics.com
https://www.qualtrics.com/privacy-statement/
https://www.qualtrics.com/privacy-statement/
https://www.qualtrics.com/privacy-statement/
https://www.qualtrics.com/privacy-statement/
mailto:DPO.EU@telusinternational.com
mailto:DPO.EU@telusinternational.com
mailto:DPO.EU@telusinternational.com
https://www.telusinternational.com/privacypolicy
https://www.telusinternational.com/privacypolicy
https://www.telusinternational.com/privacypolicy
https://www.telusinternational.com/privacypolicy


s 
service 

services 
or as 
otherwi
se 
agreed 
in the 
service 
contract 

IDchec
ker, 
Inc. 

To 
verify 
identit
y; 
autom
atic 
data 
extract
ion 
from 
images 
of 
docum
ents, 
and 
docum
ent 
validat
ion / 
forgery 
detecti
on. 
Resear
ch and 
testing 
as to 
approp
riatene
ss of 
new 
produc
ts and 
service

Addr
ess, 
Date 
Of 
Birth, 
Geol
ocati
on 
Infor
mati
on, 
Nam
e 

For as 
long as 
necessa
ry to 
provide 
the 
services 
or as 
otherwi
se 
agreed 
in the 
service 
contract 

US 

At the 
time of 
customer 
identity 
validation 
over the 
network 

privacy@Mit
ekSystems.co
m 

https://www.
miteksystems.
com/privacy-
policy  

mailto:privacy@MitekSystems.com
mailto:privacy@MitekSystems.com
mailto:privacy@MitekSystems.com
https://www.miteksystems.com/privacy-policy
https://www.miteksystems.com/privacy-policy
https://www.miteksystems.com/privacy-policy
https://www.miteksystems.com/privacy-policy


s; 
trainin
g of 
docum
ent 
recogn
ition 

Payfon
e, Inc 

Teleph
ony-
based 
authen
ticatio
n 
service 
to 
validat
e 
teleph
one 
numbe
rs, 
verify 
identit
y and 
carry 
out 
checks 
for the 
preven
tion 
and 
detecti
on of 
crime, 
includi
ng 
fraud 
and/or 
money 

Addr
ess, 
Date 
of 
Birth, 
Nam
e, 
Phon
e 
Num
ber 

For as 
long as 
necessa
ry to 
provide 
the 
services 
or as 
otherwi
se 
agreed 
in the 
service 
contract 

US 

At the 
time of 
customer 
identity 
validation 
over the 
network 

privacy@pro
ve.com 

https://www.
prove.com/le
gal/privacy  

mailto:privacy@prove.com
mailto:privacy@prove.com
https://www.prove.com/legal/privacy
https://www.prove.com/legal/privacy
https://www.prove.com/legal/privacy


launde
ring. 

Neuro
ID Inc 

To 
captur
e user 
behavi
or 
during 
sign- 
up for 
predict
ing 
potenti
al 
fraudul
ent ID 
creatio
ns. 

Addr
ess, 
Date 
of 
Birth, 
Emai
l 
Addr
ess, 
IP 
Addr
ess, 
Nam
e, 
Othe
r, 
Uniq
ue 
Devic
e 
Ident
ifier 

For as 
long as 
necessa
ry to 
provide 
the 
services 
or as 
otherwi
se 
agreed 
in the 
service 
contract 

US 

At the 
time of 
PayPal 
account 
sign up 
over the 
network 

webmaster@
neuro-id.com 

https://www.
neuro-
id.com/privac
y-policy 

AU10
TIX 
Limite
d 

To 
verify 
identit
y; 
autom
atic 
data 
extract
ion 
from 
images 
of 
docum
ents, 
compa
rison 
of 

Addr
ess, 
Date 
of 
Birth, 
Nam
e, 
Othe
r 

For as 
long as 
necessa
ry to 
provide 
the 
services 
or as 
otherwi
se 
agreed 
in the 
service 
contract 

Cyprus 

At the 
time of 
customer 
identity 
validation 
over the 
network 

ContactSecur
ity@AU10TI
X.com 

https://www.
au10tix.com/s
ecurity-
compliance/  

mailto:webmaster@neuro-id.com
mailto:webmaster@neuro-id.com
https://www.neuro-id.com/privacy-policy
https://www.neuro-id.com/privacy-policy
https://www.neuro-id.com/privacy-policy
https://www.neuro-id.com/privacy-policy
mailto:ContactSecurity@AU10TIX.com
mailto:ContactSecurity@AU10TIX.com
mailto:ContactSecurity@AU10TIX.com
https://www.au10tix.com/security-compliance/
https://www.au10tix.com/security-compliance/
https://www.au10tix.com/security-compliance/
https://www.au10tix.com/security-compliance/


custom
er 
selfie 
with 
docum
ent 
image 
and 
docum
ent 
validat
ion / 
forgery 
detecti
on. 
Trainin
g of 
docum
ent 
recogn
ition. 
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