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1 Summary

This Implementation Guide describes how to:

91 Integrate the Braintree Credit Card, PayPal, Apple Pa y, Venmo, Local Payment
Methods, Google Pay, Secure Remote Commercepayment processors into the
Salesforce Commerce Cloudreference application Store Front Reference Architecture
(SFRAY 6.3.0

1 Connect bm_braintree to Salesforce Commerce CloudBusiness Manager.

The int_braintree and bm_braintree components support the Braintree
payment gateway as the new payment processor for Salesforce Commerce
Cloud, Business Manager extension, and various standalone Braintree
Application Programming Interface (API) calls. For additional information,
contact your Braintree or PayPal support manager, or visit Braintree support at
https://www.braintreepayments.com/contact

Integration of the cartridge into your storefront application does not imply
modifications of core cartridge, S FRA approach of files overwriting should be
used instead.

2 Component Overview

2.1.1 Functional Overview

The integration includes the following functionality.

2.1.2 Credit Card Payment Processing

Braintree provides a payment processing gateway.
connects your storefront to any processor or bank that Braintree supports.

NOTE: For SFRA Credit Card payment method is required and should be active.
If you disable the payment method (CREDIT_CARD), an error will occur that may
affect the Braintree cartridge.

NOTE: If you as a merchant are making any changes in Credit/Debit cards
settings (Merchant tools > Payment methods > Manage Credit/Debit
Cards), to go smoothly with checkout, make sure the type of credit
card matches the below:

Visa

MasterCard
American Express
Diners Club*
Discover

JCB

UnionPay*
Maestro

=A =4 =4 4 4 -4 A -4
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https://www.braintreepayments.com/contact

1 Elo
1 Hiper
1 Hipercard

* Diners Club & UnionPay cards are processed asDiscover cards, meaning to
checkout with this type of card, the Discover card type should be added in
Credit/Debit Cards settings (Merchant tools > Payment methods > Manage
Credit/Debit Cards ).

2.1.3 PayPal Payment Processing

This Braintree integration supports PayPal payments and PayPal Pay Later.

2.1.4 Apple Pay Payment Processing

This Braintree integration also supports Apple Pay payments.

2.1.5 Braintree Vault

The Vault securely stores customer information, including payment methods.
You can use it for non-recurring transactions,s o your customer doesndt nee
re-enter their information each time they make a purchase.

When a payment method is stored in the Vault, the Braintree gateway encrypts
the information and associates it with a uniqgue payment method token. This
token can be used to create transactions without the PCI ¢ ompliance issues that
come with handling unencrypted data.

This integration allowsyouto save and update a customerds detail
Braintree Vault.

2.1.6 Braintree Credit card Re - verification

Credit cards with AVS/CVV were previously being vaulted and were not screened
against basic fraud tools will be prompted during checkout for re -verification.

2.1.7 Braintree Credit card 3D Secure

When the 3D Secure site preference is auto, the system will decide whether

triggeringthe 3D Secur e flow is mandatory for the buyerds
buyer 6s t wan'nhfailadoettd thee missed 3D Secure verification.

Applicable to the following payment methods - saved and non-saved credit

cards. The following statuses can be received in the Authentication Insight

object response:

1 unregulated - Do not trigger the 3D Secure flow
1 unavailable, psd2 - Trigger the 3D Secure flow

Braintree _ _ _ _ .
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2.1.8 Braintree Credit card e xpire  notification

With the credit card expiration notification, the customer will be able to see
that the credit card is expiring or has already expired. By default, this
functionality is disabled. Other options are also available:

1 Notify when expired only - will notify and highlight only if CC is expired

1 Notify 1 month before expiration - will notify and highlight CC's which
are going to expire in 1 month

1 Notify 2 months before expiration - will notify and highlight CC's which
are going to expire in 2 months

1 Notify 3 months before expiration - will notify and highlight CC's which
are going to expire in 3 months

2.1.9 Braintree Limit of saved accounts/ credit cards

Allows setting the limit for saving accounts/ credit cards to the buyer's wallet.
The value of the property is equal to the number of accounts/ credit cards which
logged-in user are possible to save. Note: this property doesn't work with Drop -
In cartridge. By default, is Unlimited. Other options are also available:

i 1 saved account

I 2 saved accounts

1 3 saved accounts

1 4 saved accounts

1 5 saved accounts

1  Unlimited

NOTE If you decrease the value, already saved accounts/ credit cards will not
be deleted.

2.1.10 Braintree Transaction Management

The Braintree Business Manager extension lets you work with payment
transactions which are linked to Salesforce Commerce Cloudorders.

2.1.11 Payment Method Removal

Payment Method Removalis our custom validation to check if user can remove
non-PayPalpayment method. It checks whether the method has uncaptured
(fully or partially) transaction(s) related to  itself . If there are such transactions,
the payment method cannot be deleted .

Additionally, it is possible to set the number of days after which the deletion
ban is lifted . Default is 31, as this is the longest period before payment
instrument expires.

2.1.12  PayPal Provided Buyer Billing Address and Phone Number

To retrieve a buyer's billing address and phone number from the PayPal
Checkout flow, please contact your PayPal / Braintree representative or PayPal
support to enable these features.

Braintree _ _ _ _ .
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NOTE: PayPal setting is required for PDP'PVP/Mini Cart/Cart pages .

2.1.13 PayPal Smart Payment Buttons

PayPal Smart Payments Buttons give your buyers a simplified and secure
checkout experience; and gives you as a merchant an easy way to enable other
payment methods without requiring additional payment processors.

The PayPal cartridges have two configurations: one for the billing page and one
for the cart page. These can be customized to fit your checkout needs. For
more details on how to customize, please see the PayPal Checkout Integration
Guide.

Together with Smart button 0 CGtagaddee ThBay ment Met hod
feature is described in Returning customer experience guide . This feature

allows customers the flexibility to change the payment method that they had

previously selected within the PayPal Smart button. Customers can choose to

change the payment method by clicking on the PayPal button . This feature is

currently available only on Checkout page and can be flexible enabled/disabled

via setting to true/false Change Payment Method Button behavior enabled

custom site preference.

NOTE: An authorized PayPal user has his own separate session and saves data
separately for the domain from which the SDK is loaded (cookies, localStorage).
The session is not cleared automatically when the user login/logout of his
account.

2.1.14  Connect with PayPal (optional)

Connect with PayPal enables users to create an account for your website and log
in using their PayPal credentials.

NOTE:In case user logs in via Connect with PayPal for the 1st time he will also
receive the credentials for login via a Single Authentication ( SFCGtandard login).

NOTE: We don't recommend using Login with PayPal functionality if you have
custom options, namely the possibility of changing customers' emails.

Also, user can access his preexisting user's account (if it exists) via Connect
with PayPal if the email of the pre -existing user account matches with the
PayPal email.

When a customer link or unlink his PayPal account, he will receive an email
notification.

2.1.15 Venmo Payment Processing

This Braintree integration supports Venmo payments for both web and Android
or IOS operation systems.

Braintree _ _ _ _ .
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2.1.16  Local payment method processing

In addition to PayPal and cards, you can now offer the most relevant Local
Payment Methods for your customers with a single Braintree integration. This
will allow your cross -border customers to pay in their preferred Local Payment
Methods while all payment s settle into your PayPal account. Learn more about
Local Payment Methods.

2.1.17 Google Pay

Google Pay provides a purchasing experience both in app and on the web for
customers with supported Android devices. It allows customers to pay with cards
and PayPal accounts stored in their Google account, in addition to those stored
in Android Pay. For more details on compatibility and availability please read
Google Pay support article.

Starting from this release Google Pay Cards canot
of Storefront customer. However , all transactions made by Google Pay will be
possible to capture/refund in Business Manager.

2.1.18 Secure Remote Commerce

Secure Remote Commerceis a digital wallet from Visa that allows customers to
use a single sigrrin to make purchases on the web and iOS or Android mobile
devices. Learn more about Secure Remote Commerce

2.1.19 PayPal Pay later messaging

Add messaging throughout your site to let customers know about options to buy
now and pay later, from short -term, interest -free payments to longer -term,
monthly installments.

2.1.20 Fastlane by PayPal

Fastlane by PayPal is a new oneclick guest checkout experience that merchants
utilizing PayPal's platform can offer to their shoppers. This allows customers to
make quick and hassle-free purchases. With Fastlane, customers can save their
information for a checkout process that can be as quick as a single tap. There's
no need to remember a username or password, no need to update personal
information, and no need to share a credit card with multiple businesses over the
internet.

NOTE: Fastlane is available only for US merchants and only in the scope of
int_braintree cartridge . On storefront Fastlane is available only to guest
usersand as an alternative Credit Card payment method .

Braintree _ _ _ _ .
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2.2 Use Cases
PayPal has developed the following use cases for the Braintree integration:

Checkout with credit card processing

Checkout with PayPal payment processing

Checkout with Google Pay payment processing

Checkout with Apple Pay payment processing

Checkout with Venmo payment processing

Checkout with supported Locale specific payment methods
Checkout with SRC payment methods

Braintree customer management

Braintree payment methods management

Storefront payment methods customer integration (via credit cards or PayPal)
Connect with PayPal

PayPal Pay later messaging

Fastlane

=2 =4 =4 =4 =4 4 -4 8 -8 - -a oA on

2.3 Limitations and Constraints

The Braintree cartridge d o e s n 6t s u-phipping tn Store Frant Reference
Architecture (SFRA).

2.4 Privacy and Payment

This integration requires access to the following customer data elements: Billing
Address, Shipping Address, Order Details, Customer Profile, and some custom
properties of Customer Payment Instruments.

3 Implementation Guide

3.1 Setup
Three cartridges support this integration:
int_braintree 0 A Salesforce Commerce Cloudstorefront extension cartridge that provides
payment processor and customer storefront integration functionality.
bm_braintree 0 This Business Manager extensionncludes Braintree Transactions for the
merchant ordering menu.
bm_braintree _configuration - Business Manager extensiorthat allow s to change PayPal
Smart Button and Pay Later banners styles.
paypal_credit_financing_options - cartridge is no longer supported and considered as
deprecated.
The following sub-sections describe the entry points for the integration.
3.1.1 BRAINTREE_CREDIT JavaScript File
int _braintree/cartridge/scripts/ hooks/ payment/
processor/  braintreeCredit .js provides the payment processor interface
Bral?ﬂfﬁ&& Copyright ©2023 Braintree, a service of PayPal Inc. All rights reserved. Implementation Guide | 6



for Braintree credit card processing. Commerce Clouduses this to connect to

the payment processor. This module contains public 0 Handl eé and OAut horizebo
methods, which are called through the payment flow inthe  SFRA

CheckoutServices controller .

3.1.2 BRAINTREE_PAYPAL JavaScript File

int _braintree/cartridge/scripts/ hooks/ payment/

processor/  braintreePaypal .js provides the payment processor interface

for Braintree PayPal processing. Commerce Cloud uses this to connect with the

payment processor. This module contains public 6 Handl eé6 and OAut horizeo
methods, which are called through the payment flow inthe  SFRA

CheckoutServices controller .

3.1.3 BRAINTREE_APPLEPAY JavaScript File

int _braintree  /cartridge/scripts/ hooks/ payment/

processor/  braintreeApplepay .js provides the payment processor

interface for Braintree ApplePay processing. Commerce Cloud uses this to

connect to the payment processor. This module contains public o Hand!|l e6 and
0 Aut h omethads, @hich are called through the payment flow in the SFRA
CheckoutServices controller .

3.1.4 BRAINTREE_VENMO JavaScript File

int _braintree/cartridge/scripts/ hooks/ payment/

processor/ braintreeVenmo .js provides the payment processor interface

for Braintree Venmo processing. Commerce Cloud uses this to connect to the

payment processor. This module contains public 6 Handl ed6 and OAut horizeo
methods, which are called through the payment flow inthe = SFRA

CheckoutServices controller .

3.1.5 BRAINTREE_GOOGLEPAY JavaScript File

int _braintree/cartridge/scripts/ hooks/ payment/

processor/  braintreeGooglepay .js provides the payment processor

interface for Google pay processing. Commerce Cloud uses this to connect to

the payment processor. This module contains public o Handl edé and OAuthorizeo
methods, which are called through the payment flow inthe  SFRA

CheckoutServices controller .

3.1.6 BRAINTREE_SRC JavaScript File

int _braintree/cartridge/scripts/ hooks/ payment/

processor/  braintree  Src .js provides the payment processor interface for
Secure Remote Commerce payprocessing. Commerce Cloud uses this to connect
to the payment processor. This module contains public 6 Handl edé and
0 Aut h omethads, which are called through the payment flow in the SFRA
CheckoutService controller .

Braintree _ _ _ _ .
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3.1.7 Braintree Controller

int _braintree/cartridge/controllers/Braintree.js provides all the
necessary methods which are needed for working with Storefront
(AccountAddCreditCardHandle, AccountAddPaypalHandle,
AccountAddVenmoHandle, AccountAddSrcHandle, MakePaymentMethodDefault,
RenderAccountsList, GetOrderInfo, PaymentConfirm, FallbackProcess,
PaymentMethodHoo0K.

3.2 Configuration

To integrate PayPal ExpressCheckout, PayPal Pay Later, Credit Card processing,
Apple Pay or Venmo, Google Pay, SRC, Local Payment Methodyou must add
int_braintree to your target site cartridge path.

To integrate the Braintree Transactions extension with Business Manager, add
the bm_braintree cartridges to your Business Manager cartridge path.

Hereds how:

1 Upload int_braintree, bm_braintree, bm_braintree _configuration to your ClI or
development Sandbox. Apply the standard flow used to upload cartridges to your
environment.

1 Upload and import metadata fro m the metadata folder . To do so, go to Business
Manager > Administration > Site Development > Site Import & Export . Then apply
the standard procedure for uploading metadata in to the Commerce Cloud site. You can
compress metadata to a .zip archive (as shown in Figure 3.2.1) or upload it via XML
files and import it separately.

NOTE: Default site id for payment methods import is RefArch . To change site
id, navigate to metadata/sites and rename RefArch folder to your site id
and that compress metadata folder.

A ation > Site D it > Site Import & Export
Site Import & Export

This page allows you to export the current configuration of your organization including all of its sites. To

Import
Upload Archive:
@®Local ORemote
Choose File | No file chosen Upload

Select Name A
o i rt-data.zip
@] instance/demo_data_sfra.zip
(] zip

Figure 3.2.1. Metadata .zip Archive

1 Insert int_braintree into the cartridge path of a target site. To do so, goto  Business
Manager > Administration > Site s > Manage Sites > Your Target Site > Settings and

insert int _braintree: before your cartridges record, as shown in (For example,
int _braintree:app_ storefront_base J)
Braintree _ _ _ _ o
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Optionally, if you need to integrate Business Manager extensions Braintree Transactions or
PayPal styles configuration, insert bm_braintree and bm_braintree _configuration into the
record of the Business Manager cartridge path. To do so, in Commerce Cloud go to Business
Manager > Administration > Sites > Manage Sites > Manage the Business Manager Site >
Settings and insert bm_braintree  _configuration :bm_braintree before your cartridges
record.

3.2.1 Adding API Credentials

Services:
1 int_ braintree.http.graphgl.payment.Braintree - is used for the
main plugin logic (Smart Button, manipulations with transactions
and etc.).
9 int_braintree.http.rest.Paypal - is used for Connect with PayPal
feature.
After installing the cartridge, youdll need to co
your Braintree credentials (your public key and p

1 Go to Administration > Operations > Services > Credentials and find the Credentials
record for your Braintree integration at Braintree_Sandbox_GraphQL_Credentials .

NOTE: You can create separate credential s records for different needs , such as
Production and Test credentials , or you may have a single credentials
record for all brands and environments .

Update the following:

o Braintree_Sandbox_GraphQL_Credentials

URLO Braintree Sandbox (https://payments.sandbox.braintree -
api.com/graphql ) or Braintree Production ( https://payments.braintree -
api.com/graphql )

User d Your Braintree public key

Passwordd Your Braintree private key

Braintree Merchant ID

Tokenization key - Your Braintree tokenization key (optional)

NOTE: The tokenization key is used only for rendering PayPalbuttons and can

improve performance by reducing the number of requests but is not

required.
Al ternately, if you dondét have a Braintree accoun
you can obtain an E@T Access Tokenby following the steps below:

1. Go to https://developer.paypal.com and click Log into Dashboard with your PayPal
credentials.

2. Under My Apps & Credentials , scroll down to Express Checkout via Braintree SDK .

3. Click Generate Sandbox Access Token. The ECBT API URL will behe same asthe
URL described above.

NOTE: Client ID for PayPal is always required in both authorization types.

Braintree _ _ _ _ .
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You can also enable the communication log for the service
int_braintree.http. graphgl .payment.Braintree . The Communication
Log will record every request and response to the log files.

PLEASE NOTE: By enabling the communication log, some details such as

customer s personal i nformation including address
logged in cleartext. This should only be used for debugging purposes. We

recommend, if possible, only use this  in a sandbox; however, when used in

production, ensure you are disabling / unchecking the communication log

box immediately after you are done with your debugging. Further, some

credentials will also be saved in cleartext.

int_l:vraintree.ht'tp.graphql.payment.Braintreee

Fields with a red asterisk (*) are mandatory. Click Apply to save the details. Click Reset to revert to the |ast saved state.

Name:* |int_braintree.http.graphgl.paymen
Type: HTTP v
Enabled:

Service Mode: | Live v

Log Name Prefix: |graphq|

Communication Log Enabled:

Force PRD Behavior in Non-PRD Environments: [J

Profile: |BraintreefDefaultﬁF'roﬁle ~ | Go To Profile

Credentials: |BraintreefSandboxﬁGrathLioredentials v | Go To Credentials

Figure 3.2.2. int_braintree.http. graphgl.payment.Braintree

You can optionally grant access to Business Manager extension feature
(Braintree Plugin) t o the target rol es. Hereds how:

1. Go to Business Manager > Administration > Organization > Roles & Permissions and
select the target role that need s access to the Transactions Management page.

2. Select the Business Manager Modules tab in the drop -down list. You must select your
target site as the active context .

3. Find Transactions, Preference Configuration, Braintree Button Styles Configuration.
Grant access tothem by checking the checkboxes in Write column and clicking
Update.

4. Reload a page and check if new menu items available under Merchant Tools.

3.2.2 Service Limits Configuration

By default, int_braintree cartridge dondt have an
recommend putting limitation according to the storefront typical traffic to

prevent fraud or potential attack. You can read more about configuration values

here.

Braintree _ _ _ _ .
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3.2.3 Local payment methods configuration

Braintree integration supports different local payment methods. Full list with
countries and available methods can be found here: local payment methods list .

By default, all payment methods disabled and preconfigured to certain locale
and currency.

To enable payment method set Yesin the Enabled column (Figure 3.2.3). If
needed & change locale and currency where method will be available.

NOTE: Transaction created with any of available | oc
support vaulting and will be automatically captured once the customer
will confirm the payment.

e e =] = o
sofort Klama Pay Now | SOFORT No 14 [-]
mybank Details
Deseription: ©
HTML Editor
Image: Select
Payment Processor; BRAINTREE_LOCAL <BRAINTREE_LOCAL> v I
Countries: (1) 17 | Edit
Currencies: (1) Eur | Edit
Customer Groups: | Edit
Min/Max Pavment Rannes:  Min/Max Pavment Rances -
Figure 3.2.3. Local Payment method configuration
3.2.4 Updating Cartridge Custom Site Preferences
Hereds how:
1 Go to Business Manager > Merchant Tools > Braintree Plugin > Preference
Configuration . Yo u & | | see Custom Pr (eedigueer82.d). Conf i gur at i
General Credit Card PayPal Apple Pay Google Pay Secure Remote Commerce Venmo PayPal Financing Options for the UK
Braintree General
Instance Type
Sandbox v
Search by ID Q Cancel Apply to Other Sites Save
Figure 3.2.4. Braintree Custom Preference Configuration
1 Click Tab General for Braintree General configuration. Then select your preferred
settings for the preferences shown in Figure 3.2.5:
o Merchant Account IDs
To offer support for different currenc ies on the same site, the value
CurrencyCode:MerchantAccountID must be added.
o Store Payment Method in Vault
o Settle transaction immediately
o Restriction for PM removal
o Restriction from PM removal expiration
Braintree _ _ _ _ o
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Mame

Merchant Account IDs

(BRAINTREE_GENERAL_Merchant_Account_IDs)
(Set of Strings)

Store Payment Method in Vault

(BRAINTREE_GENERAL_Vault_Mode)
(Boolean}

Settle transaction immediately

(BRAINTREE_GENERAL Settie)
(Boolean}

Restriction for PM removal

O O O o o o o

Value

Yes

(BRAINTREE_GENERAL_Restriction_Payment_Metnod_R

{Boolean}

Restriction from PM removal expiration

10

(BRAINTREE_GENERAL_Restriction_Payment_Method_R.

(Number)

Level 2 and 3 Processing

(BRAINTREE_GENERAL_L2_L3)
(Baolean)

Enable Fastlane Checkout

Yes

Yes.

(BRAINTREE_GENERAL_Fastlane_Checkout_Enabled)

(Boolean)

Fastiane Privacy

(BRAINTREE_GENERAL_Fastiane_Privacy_Enabled)
(Boolean}

PayPal Client 1D

(BRAINTREE_GENERAL_Paypal_Client_ID}
(String)

Default Custom Fields

(BRAINTREE_GENERAL_Custom_Fleids)
(Set of Strings)

Session Payments Enabled

Yes

Not available (Disabled) ~  Not available

(BRAINTREE_GENERAL_Session_Payments_Enabied)

(Enum of strings)

Enable Trasanction Logs

(BRAINTREE_GENERAL _Transaction_Log_Enabled)
(Boolean}

OCAPI Configuration

(BRAINTREE_GENERAL_OCAPI_Config)
(Text)

WebDAV Configuration

(BRAINTREE_GENERAL_WebDAV_Config)
(Text)

Braintree

Yes

To determine the number of days for Restriction from PM removal . Default is 31, as
this is the longest period before payment instrument expires.

Level 2 and 3 Processing

Enable Fastlane Checkout

Fastlane Privacy Enabled

PayPal Client ID

Default Custom Fields

Session Payments Enabled

Enable Transaction Logs

Default Value Property Description

Example: "EURMERCHANACID". You can use it to have multiple merchant accounts within the same
Braintree gateway. Currency is also determined by Merchant Account ID. If no Merchant Account ID is
specified, Braintree will use your defauft merchant account.

Allows saving payment methods in your Braintree vault and buyer's wallet. Is not appiicable for PayPal
(separate site preference regulates this option for PayPal).

v No This iines whether the ion is settled ir iately (Sale) or later (Authorization)

The property allows enabling\disabling the plugin logic which will biock the logged-in buyer's ability to
v Yes remove the payment method (except PayPal) from the buyer's wallet if there are fully uncaptured
transactions related to this payment method.

The site preference determines the period after which the logged-in buyer will be able to remove a
310 payment method from the wallet in case the fully uncaptured transaction related to this payment method
exists, The property value corresponds ta the number of days.

Level 2 and 3 processing can help you qualify for lower interchange rates on transactions made with
certain Visa and Mastercard corporate and purchasing cards. In order to qualify for Level 2, youneed to
pass specific data in credit card transactions. To quallfy for Level 3, you need to pass specific line item
data and additional information when creating sale transactions

Offer an accelerated checkout experience that recognizes guest shoppers and autofills their details so they
can pay in seconds,

This setting will control whether Fastlane branding is shown by email field. Terms & Conditions: PayPal
v Yes powers this accelerated checkout solution from Fastiane. Since you'll share consumers' email address with
PayPal, please consult your legal advisors on the appropriate privacy settings for your business

This setting will enable the PayPal insights SDK to receive conversion data in the merchants PYPL
dashboard. Find your client ID

You must set up each custom field in the Braintree Control Panel prior to entering it here and passing it
with a request. Example: “field_name-value™. A field name cannot exceed 255 characters and cannot
include caplital letters or spaces.

This option determines whether session payments should be enabled for guest or logged-in users or both
or disabled. Note: Is not applicable for Apple Pay and PayPal

Enzbles logging of the requests to and responses from Braintres while creating transaction. You can
review these requests\responses in the Trasnaction Details

Configuration for GCAPI. JSON format. List of fields: clientld, clientPassword, apiversion, bmUserLogin,
bmuUserPassword

Configuration for WeDDAV. JSON format. List of flelds: host, username, password

Figure 3.2.5. Braintree General Preferences

9 Click Tab Credit for Braintree Credit ¢ onfiguration. Then select your preferred settings
for the preferences shown in Figure 3.2.6:

(0]
(0]

3D Secure flow
3D Secure CC verification on the My Account page
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Name

3D Secure flow
(BRAINTREE_CC_3DSecure_Fiow)

(Enum of Strings)

3D Secure CC verification on the My Account page
(BRAINTREE_CC_3DSecure_Account_Page)

(Enum of Strings)

3D Secure SCA exemption
(BRAINTREE_CC_3DSecure_SCA_Exemption)
(Enum of Strings)

Braintree Credit Card Re-Verify Enabled

(BRAINTREE_CREDIT_Reverify_Enabled)
(Boolean)

Braintree Credit Card Expire Notification Configuration

(BRAINTREE_CREDIT_Expire_Notification)
(Enum of Integers)

Limit of saved credit cards.

(BRAINTREE_CC_Limit_Saved_Accounts)
(Enum of Integers)

Braintree

A PayPal service

0 3D SecureSCA exemption
0 Braintree Credit Card Re-Verify Enabled

0o Braintree Credit Card Expire Notification Configuration

Value Default Value
Alvays (always) v Auto
Aiways (always) v Disabled
Low_Value SCA Exemption (low_value) v Disabled
No v No
Disabled (-1) v Disablea
Uniimited (-1) v Unlimited

Property Description

Enables 30 Secure fiow (an additional layer of authentication) on Checkout. 3DS flow can be triggered
depending on the selected values: Disabled - 3DS will not be triggered (3D is disabled), Note: If the
3D is required your buyers may face failed card verifications. ‘Auto’ - automatically defines whether the
305 flow Is required by bank or not. If it's required the 3DS Now will be triggered (Recommended value);
“Always' - 305 flow will be always forced if possible;

Enables 3D Secure fiow (an additional layer of authentication) on My Account. 3DS flow can be triggered
depending on the selected values: Disabled’ 3DS will not be triggered (3DS is disabled). Note: If the 305
is required your buyers may face failed card verifications; ‘Auto’ - automatically defines whether the 30S
flow is required by bank or not. I it required the 3DS flow will be triggered (Recommended value):
“Aiways' - 3DS flow will be always forced if possible;

Enables requesting a specific SCA exemption (by risk o low amount) when performing a 3D Secure
authentication, it it's granted then authentication will not be required. However, in this case, the llablity
remains with the merchant and is not shifted to the issuer. Please get acquainted with SCA regulations
and exemptions before using this option, Important notes: Exemptions are granted completely at the.
discretion of the issuer, and are never guaranteed. SCA exemptions will not be requested If the 3D Secure
fiow or 3D Secure CC verification on the My Account page site preference value Is set to ‘always'

This property aliows logged-in buyers to re-verify a saved CC on the Checkout page

Options: Disabled - will disable CC expire feature Notify when expired only - will notify and highiight only
if CC is expired Notify 1 month before expiration - will notify and higniignt CC's which are going to expire
in 1 month Notify 2 months before expiration - will notify and highlight CC's which are going to expire in
2 montns Notify 3 months before expiration - will notify and highlight CC's which are going to expire in 3
months

Allows setting the limit for saving credit cards to the buyer's wallet. The value of the property is equal to
the number of credit cards which are possibie to save. Note: this property doesnt work with Drop-in
cartridge.

Figure 3.2.6. Braintree Credit Preferences

Click Tab PayPalfor Braintree PayPal onfiguration. Then sel ect your preferred settings

for the preferences shown in Figure 3.2.7:

Merchant Name

Billing Agreement Description
PayPal Button Location

PayPal Debit Credit Button Enable
PayPal Pay Later Button Enable
PayPal Pay Later Banner Location

List of disable funding methods

List of enable funding methods

CWPP Button Enabled

Connect with PayPal button url

Connect with PayPal agent login

Connect with PayPal agent password
Automatic payment method adding enabled
Account Linking Security Layer enabled

O O OO0 0O O o oo o o oo oo

Copyright ©2023 Braintree, a service of PayPal Inc. All rights reserved.

Change Payment Method Button behavior enabled
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General  CreditCard  PayPal ~ ApplePay  GooglePay  Secure Remote Commerce  Venmo

Braintree PayPal

Instance Type

Sandbox -

Search by ID

Name

Store PayPal account in Vault

(BRAINTREE_PAYPAL_Vauilt_Mode)

(Boolean)

Merchant Name

(BRAINTREE_PAYPAL_Display_Name)
(String)

Billing Agreement Description

(BRAINTREE_PAYPAL_Billing_Agreement_Des.
(String)

PayPal Button Location

(BRAINTREE_PAYPAL_Button_Location)
(Enum of Strings)

PayPal Debit Credit Button Enabled

(BRAINTREE_PAYPAL_Debit_Credit_Button_E..

(Boolean)

PayPal Pay Later Button Enabled

(BRAINTREE_PAYPAL_Pay_Later_Button_Enabl...

(Boolean)

PayPal Pay Later Banner Location

(BRAINTREE_PAYPAL_Banner_Location)
(Enum of Strings)

Pay Later Cross-Barder Messaging Enabled

(BRAINTREE_PAYPAL_Pay_Later_Cross_Border...

(Boalean)
Change Payment Method Button behavior
enabled

(BRAINTREE_PAYPAL_Change_Payment_Meth
(Boolean)

List of disable funding methods

(BRAINTREE_PAYPAL_Disable_Funding_List)
(Set of Strings)

List of enable funding methods

(BRAINTREE_PAYPAL_Enable_Funding_List)
(Set of Strings)

CWPP Button Enabled

(BRAINTREE_PAYPAL_CWPP Button_Enabled)
(Boolean)

Braintree

4 PayPal senvice Copyright ©2023 Braintree, a service of PayPal Inc. All rights reserved.

Q

Value Default Value
No ¥ No

Cart

MiniCart

PDP

PVP
Yes v Yes
No ¥ No

PDP

Cart

Category
Yes v Yes
No v Yes
No ¥ No

Cancel Apply to Other Sites Save

Property Description

Allows to regulate vault options for PayPal on Checkout and My Account. If enabled
then it's possiblo to save tho PayPal account to the user's wallet and Braintroe vault.
Note: If the Save my PayPal account to the wallet checkbox is not selected on
Checkout, then PayPal Checkout flow will be used and PayPal account will not be saved
to the buyer's wallet and Braintree vault, if the checkbox is selected the PayPal
Checkout with Yault flow will be used and payment methad will be saved to both
buyer's wallet and Braintree vault. For guest users, only the PayPal Checkout flow will be
used. If site preference is disabled, then PayPal Checkout flow will be used and it's
impossible o save the PayPal account to both the buyer's wallet and Braintree vault.

This is your merchant name that will be displayed inside of the PayPal lightbox, If

empty, the company name from your Braintree account will be displayed

Use this option to set the description of the preapproved payment agreement visible to
custemers in their PayPal profile during Vault flows. Max 249 characters.

This site preference allows setting up an additional PayPal button location on the
website. The default button lacation is the Billing page

Allows enabling PayPal Debit Credit Button on the storefront which will be displayed
next to the PayPal button. Please note that the PayPal Debit Credit Button location will
be the same as the location of the PayPal button.

Allows enabling PayPal Pay Later Button on the storefront for eligible custormers which
will be rendered next to the PayPal button. Please note that the PayPal Pay Later Button
lacation will be the same as the lacation of the PayPal button.

Allowes selting up an additional PayPal Pay Later Banner location on the storefront.

Enables Cross-border messages for PayLater. It means that the text for PaylLater
messages can be displayed according to your website location.

Activates PayPal Returning Customer Experience on the Checkout.

List of additional disable funding methods for SOK URL creation

List of additional enable funding methods for SDK URL creation

It identifies whether the Connect with PayPal (CWPP) button is enabled on the Login
and the Chackout pages.
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Connect with PayPal button url
This URL is used for Connect with PayPal feature. Sandbox URL:
https:{/www.sandbox.paypal.com/ connect? hittps: {}www.sandbox.paypal.com...  https:{/www.sandbox. paypal.com /connect? Production URL:

(BRAINTREE_PAYPAL_CWPP. Button_Url)
https:{/www.paypal.com /connect?

(String)

Connect with PayPal agent login

mgrey@gm.co Connect with PayPal functionality requires agent credentials to perform *Login On
(BRAINTREE_PAYPAL_CWPP_Agent_Login) Behalf* action
(tring)

Connect with PayPal agent password

Connect with PayPal functionality requires agent credentials to perform “Login On
(BRAINTREE_PAYPAL_CWPP._ Agent_Password) Bohalf* action
(Password)

Account Linking Security Layer enabled

Enables additional verification stop {enter credentials fram the pro-existing user
No ¥ No account) during the account linking while your buyers use Connect with PayPal for the

(BRAINTREE_PAYPAL_CWPP_Account_Linking..
& first time and the user account email matches with the PayPal primary account email,

(Boalean)

Automatic payment method adding enabled

Indicates if the 'Automatic payment method adding’ feature is enabled via Connect
(BRAINTREE_PAYPAL_APMA_Enabled) with Paypal
(Boolean)

Limit of saved PayPal accounts
Allows setting the limit for saving different PayPal accounts to the buyer's wallet, The

Unlimited .

(ERAINTREE,_PAYPAL_Limit_Saved_Accounts) nlimite value of the property is equal to the number of PayPal accounts which are possible to

(Enum of Integers) save. Note: this property doesn't work with Drop-In cartridge.

Figure 3.2.7. Braintree PayPal Preferences

1 Click Tab Apple Pay for Braintree Apple Pay c onfiguration. Then select your preferred
settings for the preferences shown in Figure 3.2.8:

o Visibility of Apple Pay Button on the Cart page
o Merchant Name

Name Value Default Value Property Description

Merchant Name
Provide a business name for total's Iabel field. Use the same business name

Saleforce Shop people will see when they look for the charge on their bank or credit card

(BRAINTREE_APPLEPAY_Dispiay_Name)
statement. For example, "COMPANY INC*

(String)

Visibility of Apple Pay Button on the Cart
page

None v| Yes This site preference aliows displaying the Appie Pay button on the Cart page
(BRAINTREE_APPLEPAY Visibility_Button_
(Boolean)
Figure 3.2.8. Braintree Apple Pay Preferences
9 Click Tab Venmo for Braintree Venmo c onfiguration. Then select your preferred
settings for the preferences shown in Figure .
o Merchant Name
Name Value Default Value Property Description

Merchant Name
Provide a business name for the total's label field. Use the same business

Saleforce Shop name people will see when they look for the charge on their bank or credit

(BRAINTREE_VENMO_Dispiay_Name)
card statement. For example, "COMPANY INC

(String)

Figure 3.2.9. Braintree Venmo Preferences

9 Click Tab Google Payfor Braintree Google Payconfiguration. Then select your
preferred settings for the preferences shown in  Figure 3.2.9 Figure 3.2.9

o Visibility of Google Pay Button on the Cart page
o 3D Secure flow

o0 Merchant Name

0o Merchant ID

Braintree _ _ _ _ .
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Name Value

Merchant Name

N Saleforce Shop
(BRAINTREE_GOOGLEPAY_Display_Name)

(5tring)

3D Secure flow

Always (always)

(BRAINTREE_GOOGLEPAY_3DSecure_Flow)
(Enum of Strings)

Visibility of Google Pay Button on the Cart

(BRAINTREE_GOOGLEPAY_Visibility_Button_.

(Boolean)

Google merchant id

(BRAINTREE_GOOGLEPAY_Google_Merchan.

Default Value

Saleforce Shop

Disabled

Property Description

Provide a business name for total’s lzbel field. Use the same business name people
will see when they look for the charge on their bank or credit card statement. For
example, "COMPANY INC."

Enables 30 Secure flow (an additional layer of authentication) on Checkout. 3DS
flow can be triggered depending on the selected values: ‘Disabled - 3DS will not
be triggered (3DS is disabled). Note: If the 3DS is required yaur buyers may face
failed card verifications; ‘Always' - 3DS flow will be always forced if possible;

This site preference allows displaying the Google Pay buttan on the Cart page

Example: ‘your-merchant-id-from-google’; A Google merchant identifier issued
after your website is approved by Google. Required when PaymentsClient is
initialized with an environment property of PRODUCTION, but may be omitted in

(String) TEST environment.
Figure 3.2.9 Google Pay Preferences
1 Click View for Braintree SRCconfiguration. Then select your preferred settings for the
preferences shown in Figure 3.2.10:
0o Merchant Name
o Visibility of Secure Remote Commerce Button on the Cart page

Merchant Name

(BRAINTREE_SRC_Display_Name)
(string)

Provide
Usethe
whan thay look for the charg
cradit card statemant. For example,
“COMPANY INC &g

business name for total' labe! fieid Saleforce Shop

@ busingss nama peopie will s0e Provide a business name for total's label field. Use the same business name people will see when they lo.

arga on thalr bank or

Visibility of Secure Remote Commerce Button on the Cart page
Yes hd Yes
(BRAINTREE_SRC_Visibility_Button_

Figure 3.2.10 Secure Remote Commerce Preferences

Also, few values that w ere in the custom preferences in the previous versions of
the cartridge were moved to file
int_braintree/cartridge/config/braintreePreferences.js

1) LoggingModed define what logs should be created by cartridge. Possible
val ues: 6error 0, 6thaolnled . Default wvalue

2) isFraudToolsEnableddenables BT fraud for credit card payment. Default
value true.

3) isPaypalFraudToolsEnabled- enables BT fraud for PayPal payment. Default
value true.

4) Descriptors: creditCardDescriptorPhone, creditCardDescriptorName,
creditCardDescriptorUrl , paypalDescriptorName, venmoDescriptorName &
these are dynamic descriptors. They values can be configured in file
mentioned above. Example of a full descriptor with a valid dynamic descriptor
name Is: VENMO AStore O-1234, where AStore Is the Business Name and O-
1234 |Is the Dynamic Descriptor Name . Not included in transaction by
default. Please visit Braintree Developer Docs for more information on
Descriptors and _Dynamic descriptors.

Braintree _ _ _ _ .
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3.3 Customizing Code

After configuring your custom site preferences for Braintree, you may need to
implement custom code modification sin the LINK cartridge to enable additional
features, or to update the files that overwrite the ones from core cartridge

3.3.1 Custom Fields (Optional)

Braintree Custom fields provide an easy way to collect additional information
about your customers or their purchase, like the name of the product they
purchased. These custom fields can also be used to pass through information to
Kount if you have a direct Kount integration

You can set custom fields in three ways (processed in the order shown):

1 Configuration by Business Manager
1 Custom code (hook file)

The custom field descriptions in the hook file override the custom field
descriptions in Business Manager

The following example illustrates how custom field values are inherited or
overridden.

1 In Business Manager, you configure:

o Field 1, settovall
o Field_ 2, setto val2

1 Using custom code in a hook file, you set these fields:

o Fieldl. The value of this field changes from vall to the value you specify in the
code.
o Field 3, settoval3

1 The Braintree server receives the following fields:

o Field_1, which has the value set in the hook file.

o Field_2, which remains set to val2 (as defined in Business Manager)
o Field_3, which remains set to val3 (as defined in the custom code)

o Field_4, which remains set to val4 (as defined on the client side).

Braintree ignores the setting for field_2 defined on the client side
(val3_overridden_by_client), because this field was declared in the Business
Manager configuration or the hook script.

If you need to generate custom fields during your checkout flow:

1 Add a new hook for the storefront cartridge file,
Jcartridge/scripts/hook.json

"hooks": [

{
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"name"™:  "dw.ocapi.shop.basket.calculate",
"script": "./cart/calculate.js"

i
{
"name"; "braintree.customFields",
"script™: "./hook.braintree.customFields.js"
}

1 Add a new file to the storefront cartridge,
Jcartridge/scripts/hook.braintree.customFields.js

exports.credit = function (data) {
var customFields = {
/lfield_2: 'value2_overided',
[ffield_3: 'value3'
i
return  customFields;

k

3.4 External Interfaces

The main configuration of the Braintree services integration is the
int_braintree.http.  graphgl.payment.Braintree service,whichy oudl | find under
Administration > Operations > Services . (SeeFigure 3.4.1)

int_braintree.http.graphqI.payment.Braintreee

Fields with a red asterisk (*) are mandatory. Click Apply to save the details. Click Reset to revert to the last saved state.

Name:* [int_braintree.http.graphgl.paymen|

Type: |HTTP v

Enabled:

Service Mode: | Live v

Log Name Prefix: |graphql

Communication Log Enabled:

Force PRD Behavior in Non-PRD Environments: [

Profile: |BraintreeﬁDefaulLProﬂle v | Go To Profile

Credentials: |BraintreeﬁSandboxﬁGrathLfCredentials v | Go To Credentials

Figure 3.4.1. Braintree Service Definition

You can edit the log name prefix, enable communication logs, and change the
credentials record for this service. The Braintree integration  cartridge ships
with one credential record, which should be updated by your credentials.

Braintree _ _ _ _ .
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The Braintree integration uses the Braintree API s. All requests are formatted in
GraphQL, which is used to communicate between Commerce Cloudand
Braintree. Client calls use the Braintree JavaScript Client SDK.

Youdl | f | nclient Bide adoconmentatien at
https://developers.braintreepayments.com/reference/overview and server side
API doc at https://graphgl.braintreepayments.com/reference/

This Braintree Integration cartridge supports the following Braintree  GraphQL

API calls:

Customers ‘ Payment Methods Transactions
Create Create Find

Find Delete Refund

Find Sale
Submit for Settlement

Submit for Partial
Settlement

Void

Search

Each of these API calls is implemented as a stand-alone method (module
braintreeBusinessLogic.js) and can be invoked from external code without
integration to Store Front Reference Architecture (SFRA)However, you still
need to configure custom preferences.

3.5 Testing

You must obtain your own test account on the Braintree Sandbox. fy ou canét
create your own Braintree S andbox account, contact Braintree support .

3.6 Core templates overlay list

The following templates from app_storefront_base cartridges will be impacted by
int_braintree

account/ dashboardProfileCardsisml
account/components/oauth.isml

account/profileCard.isml

cart/cart.isml
checkout/billing/paymentOptions/paymentOptionsContent.isml
checkout/billing/paymentOptions/paymentOptionsSummary.isml

checkout/billing/paymentOptions/ paymentOptionsTabs.isml
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checkout/billing/billingSummary.isml
checkout/customer/ customerOAuthCard.isml
checkout/cart/miniCart.isml
checkout/confirmation/confirmation.isml
checkout/customer/customerCard.isml
checkout/shipping/shipmentCard.isml
common/scripts.isml
components/footer/pageFooter.isml
product/components/addToCartGlobal.isml
product/components/addToCartProduct.isml
product/components/ sociallcons.isml

search/ searchResultsNoDecoratorisml

Templates are up to date with SFRA 6.3.0

3.7 Hosted fields styling

Hosted fields and PayPal button look on a page could be customize with options
listed here: Hosted fields styling , Hosted fields advance options

To apply styles edit files in

cartridges/int_braintree/cartridge/scripts/braintree/ configuration / paypalButto
nConfigs.js

BRAINTREE Hosted Fields Advanced OptionHosted fields advance options

BRAINTREE Hosted Fields StylingHosted fields styling

3.8 Plugin configuration exports (optional)

A feature that allows merchants to download Braintree plugin configurations,
such asBraintree custom preference s, Braintree services, enabled payment
methods/processors and Braintree plugin logs. Additionally, it tests Braintree
service connection. (Read more in chapter 6.7 Plugin configuration exports )

To configure the plugin exports feature :

1 first set up WebDAV and OCAPI access keysif they weren't set up before .
To do so go to your profile and click on Manage Access Keysand generate
access keys

1 then goto Merchant tools > Braintree plugin > Preference configuration
General Tab and paste WebDAV and OCAPI configurations inlISONformat
for the OCAPI Configuration and WebDAV Configuration preferences, e.g.
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0 OCAPI Configuration preference
(BRAINTREE_GENERAL_OCAPI_Conjfig

{
"clientld": "OCAPI client id",
"clientPassword": "OCAPI client password",
"apiVersion": "23.2",
"bmUserLogin": "SFRA Business manager login email",
"bmUserPassword": "Agent User Login and OCAPI access key"
}

0 WebDAV Configuration preference
(BRAINTREE_GENERAL_WebDAV_Conjig

{
"host": "**** dx.commercecloud.salesforce.com”,
"username": "SFRA Business manager login email”,
"password": "WebDAV File Access and UX Studio access key"
}

1 save and refresh the page. After that go to OCAPI configs, that are in
Administration > Site development > Open Commerce API Settings , select
Data type and add the following JSON (if JSON exists there already, just add
the two new resource objects for the jobs):

{
"ov"it23.2",
"clients": [
{
"client_id": "OCAPI client id",
"resources": [
{
"methods": ["post"],
"read_attributes": "(**)",
"write_attributes": "(**)",

"resource_id": "/jobs/*/executions"

"methods": ["get"],

"read_attributes"; "(**)",
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"write_attributes": "(**)",

"resource_id": "/jobs/*/executions/*"

4 Payment method si  t e verification
(domain registration)

4.1 Apple Pay

In production, in the case of Apple Pay (for example), you need to register a
domain in Apple Pay system. To register a domain, you need to upload a special
file to the root of your site.

A simple approach is to download this file at the domain level, but the point is,
you cannot do this for the Commerce Cloud domain. Of course, if you are using
a different domain (custom), you can download this file, and this will be the

best way.

In case you only have a Commerce Clouddomain in a production environment,
or you cannot add this file to a custom domain (no permissions, etc.), you can
follow these steps:

1. Download the domain registration file from Braintree dev site .

2. Follow the guide from Salesforce Help portal .

5 Braintree Webhook Support

5.1 Payment method revoked by customer

The purpose of this webhook is to remove PayPal payment method from buyer
(both on storefront account and Braintree Customer level) in case if buyer
removed his/her PayPal Billing Agreement from PayPal buyer Console.

5.1.1 Setup of the webhook on Braintree Console end
The notification kind: payment_method_revoked_ by customer.
The link on this webhook Braintree documentation .

Steps for configuration:
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1. Go to the Braintree merchants account and log in to the Dashboard with
your account.

Click on the gear icon in the top right corner.
Click API from the drop -down menu.
Click on the Webhooks tab.

Click the Create New Webhook button or Edit existing.

o g ~c w D

Enter a URL to your site with an endpoint Braintree -PaymentMethodHook
(Ex.

https://dx.commercecloud.salesforce.com/on/demandware.store/Sites
-RefArch-Site/en_US/Braintree -PaymentMethodHook).

7. Only enable notifications that are needed.

Webhooks

Awebhook notification is a message indicating that a specific event has occurred, such as a canceled subscription. When the event oceurs, the notification is sent via HTTPS POST to a destination url of your cheice. Learn more.

Clicking a webhook's Check URL action will fire a test webhook to your endpoint. Watch out though, if your webhook handling code doesn't check netification types this might cause unexpected side effects.
If you have older non-HTTPS webhooks, they have been disabled and can no longer be checked.

URL Notifications Actions
(ENABLED) https://dx.commercecloud.salesforce.com/on/demandware.store/Sites-RefArch-Site/en_US/Paypal-WebHooks Local Payment Completed +3 Check URL - Edit
more Delete
Figure 5.1.1 Example of created Webhook in Braintree merchant account
5.1.2 Testing
1. Create an account on the storefront.
2. Setto Yes Store Payment MethodinVault si t e preference (i tds | ocate
inside Braintree Common custom site preference group).
3. Login to the account which you created on step 1 and add PayPal account.
4. Login to the PayPal buyer console. Use PayPal account which you added on
step 3 (sb PayPal buyersURL.
5. Remove Billing Agreement.
To do this, follow these steps:
a. Click on gear (top right corner).
b. Go to Paymentstab.
c. Click on Manage automatic payments.
d. Select active store from the left.
e. Click on Cancel button.
6. Wait 5-10 minutes.
7. Login to account which you created on step 1. PayPal account added on the
step 3 should disappear. Payment method token which was created for this
Braintree _ _ _ _ :
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account should no longer work (should be impossible to create a transaction
with that payment method token within Business Manager Braintree
Transaction section).

5.2 Fraud protection
PLEASE NOTEraud Protection webhooks are only available for merchants using
Fraud Protection Advanced. For an overview on available Fraud Tools, see:
Support article .

This webhook is used for retrieving Fraud Review decision made in the Fraud
Protection Advanced dashboard. The webhook will be triggered only when the
merchant approves or rejects a transaction in the review queue. The transactions
that were approved or rejected automatically will not trigger the hook, so some
transactions may not have the same status on the SFCC side as on the Braintree
side. The adjustments are not required, as far as it is an expected behavior
implemented by Braintree .

5.2.1 Setup of the webhook on Braintree Console end
The notification kind : transaction_reviewed .
The link on this webhook Braintree documentation.

To configure webhook, login to the Braintree Console and follow this guide. As a
destination URL put the URL to your instance. The endpoint name should be
Braintree -PaymentMethodHook. Add notification kind mentioned above.

5.2.2 Testing

1. Create a transaction via Credit Card, SRC, GooglePay or ApplePay (only this
payment methods are applicable for Fraud Protection Webhook).

2. Go to Fraud Protection Advanced Dashboard review the transaction, and
make decision (Approve/Reject).

i If transaction was Approved, then transaction status would not
change, only BT Fraud Tool Review statuswould be changed.

1 If settled transaction was Rejected and "Issue a refund" was chosen,
then transaction would be refunded.

9 If transaction was Rejected no matter what Refund option was
chosen, then transaction would be voided.

3. Wait for webhook to be triggered on Braintree side (1 -5 min).
4. Go to the: Merchant Tools > Braintree Plugin > Transactions.

5. BT Fraud Tool Review status should be changed to the one that was selected
in Fraud Protection Advanced Tool.
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6 Operations and Maintenance

6.1 Data Storage

Braintree integration requires the System Objects Extension to store payment -
related information.

OrderPaymentinstrument custom properties:

1

=A =4 =4 -4 A

braintreePaymentMethodNonce 0 Braintree Payment Method Nonce. This property i s
used to save the nonce, in case of a failed transaction , for future reference.
braintreeFraudRiskData 0 Braintree Payment Device Data/Risk. This stores the Fraud
service response.

braintreePaymentMethodToken dBraintree Payment Method t oken.
braintreeFailReason 9 Transaction fail reason.

braintree3dSecureStatus dUsed to set the 3D Secure result.
braintreels3dSecureRequired 0o Braintree 3D Secure is a required flag.
braintreeSaveCreditCard A temporary property that will be removed after the
checkout process. Introduced as an integration point between Braintree and SFRA
braintreeCreditCardMakeDefault dA temporary property that will be removed after
the checkout process. Introduced as an integration point between Braintree and SFRA
braintreeCustomFields 0 A temporary property that will be removed after the
checkout process. Introduced as an integration point between Braintree and SFRA
braintreeVenmoUserld d1d of the logged Venmo customer
braintreeCreditCardBillingAddress - A billing address of a credit card.

PaymentTransaction custom properties:

f
f

braintreeRequest dRequest log.
braintreeResponse & Response log.

CustomerPaymentinstrument custom properties:

=A =4 =4 A4 -4 4

Braintree

braintreeDefaultCard dIndicates the default card
braintreePaypalAccountEmail 8 Braintree PayPal account email address
braintreePaypalAccountAddresses & Braintree PayPal account addresses
braintreePaymentMethodToken dBraintree Payment Method t oken.
braintreeVenmoUserld - User login used for vaulting
braintreeCreditCardBillingAddress - A billing address of a credit card.

4 PayPal senvice Copyright ©2023 Braintree, a service of PayPal Inc. All rights reserved. Operations and Maintenance | 25



Profile custom properties:

i isBraintree dlndicates that the customer was stored to the V ault during checkout , or
to the Braintree ¢ ustomerd Business Manager extension

91 braintreeCustomerld - Is used to support both Braintree Customers which was created
by XML API and GraphQIAPI. In XML API it was possible to create a Braintree Customer
with custom ID (It was concatenation of site_Id +"_" + demandware_customer_Id), but
In GraphQL API no longer possible to create a Braintree Customer with custom ID.

Order custom properties:

isBraintree 0 Property to differentiate Bra intree and non -Braintree orders

braintreePaymentStatus & The status returned by Braintree

partialTransactions 9 Contains the transaction IDs of partial tra nsactions

braintreeFraud ReviewStatusdA st o r e Bsk dedisioa. u d

payPalFundingSource - Funding source of PayPal Smart Button

isExternalProfile - Identifies whether the customer's profile is external (via Connect

with PayPal).

91 isDisabledFeatureAPMA - Identifies whether the Automatic Payment Method Adding
feature is disabled.

1 flashMessages- contains massages to show.

=A =4 =4 -4 -4 4

6.2 Logs
This integration introduces a few new custom logs:

1 Braintree Custom logs d Such as the CustomBraintree -blade2-2-appserver-
20151122.log. This Log file contains all errors exposed by the int_braintree cartridge.

1 Service communication logs dTrheselogs contain every request and response to the
Braintree endpoint. To enable th ese logs, go to Administration > Operations >
Services > int_ braintree .http. graphgl.payment. Braintree and check the
Communication Log Enabled preference. For example, service-Braintree_service-
blade2-3-appserver-20151224.log, shown in Figure 6.2.1, is one of the service
communications logs.

service-Braintree service-blade2-3-appserver-28151221.1log

service-Braintres _service-bladel-3-sppserver-28151222.10g

service-Braintree_service-blade2-3-appserver-26151223.log

service-Braintree_service-blade2-3-appserver-28151224.log

service-Braintree_service-blade2-3-appserver-28151225.1log

service-Braintree_service-bladel-3-sppserver-28151228.1cg

Figure 6.2.1. Braintree Communication Log Example

All log files can be found in the Logs folder (under Administration > Site
Development > Development Setup > Logs ).
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6.3 Availability

You can track availability by service status in the Commerce Cloud Business
Manager. (Go to Administration > Operations > Service Status >

int_ braintree .http. graphgl.payment. Braintree .) SeeFigure 6.3. 1.

Administration = Operations = Sanvice Status = Report Browser - int_paypal http.nvp. peyment PayPal

Report Browser

Select one of the avalable reports in the list below. You can filter the data for a certain time period by defining the atart and end dates for the report in the calendar box to

Available Reports
Site: | All *

Call Duration (milliseconds)

¥ Status Rate (calls per second)

Daily Trend Weekly Trend  Real Time Trend
Report

Reporting Date: 07242015
Reporting Period:  07/24/2015 to o7/24/2015

. 5m success rate
0.08

0.06
0.04

0.02

0.00
Jul 24, 2015

Jul 25, 2015

%]02:03:00 04:00:00  06:00:00  08:00:00 10:00:001 {12:00:00 ﬂ-d:ElD:OﬁAlggbﬂﬂ 16:00:00  20:00:00  22-00:00  00:00:00 [#

Figure 6.3.1. Braintree Service Availability Chart
6.4 Support

Herebds how to get Braintree help and support:
i Contact Braintree support via email .

1 Go to the Braintree Support home page.

6.5 Jobs and the Batch Process

The Braintree cartridge introduces four scheduled j obs:

BraintreeUpdateOrders
BraintreelmportPaymentMethodTokens
SynchronizeCustomers
SendFailedTransactionEmail

Braintree SynchronizePaymentMethodTokens

=2 =4 =4 =4 =N

Braintree
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1 CreateTransactionReport

6.5.1 BraintreeUpdateOrders

The BraintreeUpdateOrders job synchronizes payment statuses from the
Braintree Vault with all Commerce Cloudorder transactions related to Braintree
for the assigned gte ( SeeFigure 6.5.1). You must ensure that the needed site is
assigned to the job schedule. To do so, go to Administration > Operations >
Job Schedules > BraintreeUpdateOrders in Business Manager.

This job is scheduled to run once per hour.

NOTE: Recurring schedulesd o n 8 t oa theSIGyinstances. A schedule will be
valid only for the primary instance group (Development, Staging, or
Production). Th erefore, if you want to synchronize payme nt statuses on
t he dev eandbpxeyowsbhoul®invoke the job manually each time.

The only parameter that the BraintreeUpdateOrders job modifies is
Order.custom.braintreePaymentStatus.

Administration / Operations / Job Schedules
BraintreeUpdateOrders © m
General Schedule and History Resources Step Configurator Natification Failure Handling

¥ Enabled

Active
Trigger

Recurring Interval -

From® To

6/2/2017 1:46 pm B

Run Time

Every
Amount” Interval®

1 Hours -

Run only on these days:
Maonday Tuesday Wednesday Thursday Friday Saturday Sunday

Histo
v = Auto-refresh

[+] Execution Scope Status Start Time End Time Duration Log File

[ » BraintreeUpdateOrders | B B8 6/2/2017 1:55 pm 6/2/2017 1:55 pm 00:00:13 ®
Figure 6.5.1 Braintree BraintreeUpdateOrders Job

6.5.2 BraintreelImportPaymentMethodTokens

The BraintreelmportPaymentMethodTokens job reads an input .csv file from the
Commerce Cloud IMPEX directory and updates customerwallets with Braintree
payment method t okens. For each customer, the job creates a customer
payment instrument with a payment method type CREDIT_CARDecord. This
record has dummy values, except for the

custom.braintreePaymentMethodToken custom property. This property indicates
that the actual Customer Payment Instrument is tokenized to the Braintree side.
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4 PayPal senvice Copyright ©2023 Braintree, a service of PayPal Inc. All rights reserved. Operations and Maintenance | 28



After importing tokens, customers will be able to check out (make a payment)
using imported payment methods.

The BraintreelmportPaymentMethodTokens j ob modifies the property
CustomerPaymentinstrument.Paymentinstrument.custom.braintreePaymentMet
hodToken.

This job can accept the following job parameters:

1 file_name 0&An input file short name without a path (impex/src/Braintree will be
prepended automatically). If no parameter is provided,
Obraintree_pay melbe utedds the fle naneyv 6

1 ignore_exist_tokens &A Booleanflag that indicates whether the check for existing
tokens should be skipped. If the check is skipped, this may cause duplicated payment
methods (if a method with token already exists).

1 remove_file dA Booleanflag that indicates whether the import file should be removed
after processing.

1 clean_wallet 0A Booleanflag that indicates whether all customer s'saved methods
should be removed before import. If this parameter issetto Tr ue, al | savedst o mer s
payment methods will be removed before importing.  This parameter is useful for
replacing existing saved methods.

Booleanf | ags can acceptebdwo anddventtheng else willlbe
interpreted as false.

NOTE: Parameter settings aren dshipped with the job. You must fill them
manually using the Business Managerinterface ( as shown in Figure 6.5.2

).

Administration / Operations / Job Schedules

Select and configure step
BraintreelmportPaymentMethodTokens ©

o

General Schedule and History Resources Step Configurator Maotification Failure Handling
BraintreelmportPaymentMethodTokens
Global Parameters [ Description
BraintreelmportPaymentMethodTokens ExecutePipeline. Pipeline”
° Braintree-ImportPaymentMethad Tokens Global
Parameters
+ Restart Enforced
Custom Parameters
[l Value®
file_name braintree_payment_token o
ignore_exist_tokens true ®
remove_file false o
clean_wallet false x
=3 =

Figure 6.5.2 Braintree BraintreelmportPaymentMethodTokens Job Parameters

This job supports four credit card types:

1 Visa

Braintree . ‘ . . . .
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T MasterCard
1 American Express
9 Discover

To ensure that the buyer can check out with those credit card types , make sure
that:

1 All of them are listed in the Credit Card Payment Method settings , and
1 BRAINTREE_CREDIT is selected te payment processor, as shown in Figure 6.5.3.

Payment methods are maneged here. To Create & new Dayment method, cick the Mew button. To remove 8 payment method dick the remove con in the psyment method row, The defaut payment methads cannet be removed, and thair 1D cannct be changed. When you select
the CREDIT_CARD payment method, credi/debt cards can be reonfernd through drag and drop.

3 New 8 Sort Order T CrediyDebit Cards B Import/Export ~ Language: Defautt .
- Name © Enatied SontOdee @
BANK_TRANSFER Bark Transter No 1
B PayPul Crecit Yos 5
CREDIT, CARD Creck Card You 3
GIFT_CERTIFICATE Gt Coruticate Yos 2
PayPal PayPal Yes . =)

Description: ©
ML, Bt
Image: St
Paymant Processor: BRAINTREE_CREDIT <BRAINTREE_CREDIT> >
Countries: n ER
Currencies: n Ed
Customer Groups: w B

Min/Max Payment Ranges:  Min/Max Payment Ranges =

¥ o

Figure 6.5.3. Braintree Processor Selected for CREDIT_CARD Method

NOTE: Use only the credit card type IDs shown in Figure 6.5.4 (for example,
0 A meratherthan 0 AMEX & or 0 Ame rQtherwiseEbuperse s s 6)
w o n 0 tablehteecheck out due to Commerce Cloudinternal credit card
validations.
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CREDIT_CARD Details

Min/Max Fayment Kanges:

¥

€
¥

Credit/Debit Cards:

Braintree
A PayPal service

=

LT T - B = B N R ]

Min/Max Payment Ranges

to
to
to
to

Type

Master

Visa

Amex
Master Card
Discover
DinersClub
Mastercard

American express

MName

Master Card

Visa

American Express
MasterCard

Discover

Diners Club International
Mastercard

American Express

Figure 6.5.4. Credit Card Type IDs

6.5.3 SynchronizeCustomers

The functionality of this job

Is to create a

the first launch. And with each subsequent launch, it

data from the created backup with existing customers o0 n

backup

of current

compares the customer

t he Sa&tHdl si

current moment . When detecting a buyer who no longer exists (was deleted on

t he

SFUU

side),

it makes

a

request to

Read a more detailed description of the work of each job step below.

The SynchronizeCustomers job consiss of two job steps:

1 synchronizeCustomers

1 createCustomersBackup
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synchronizeCustomers job step

Custom.SynchronizeCustomers @

Context:
D"

synchronizeCustomers

Description

CustomerBackupPath*

X . Job Parameters
IMPEX/src/jobSynchronizeCustomers/customersBackl

FileReportPath*

X . X Job Parameters
IMPEX /src/ jobSynchronizeCustomers/synchronize-cus

O Always execute on restart.

Exit Status Rules

on Action Continue With

OK > Continue With Next Step x

ERROR > Stop Flow x
Add Rule

Figure 6.5.5. synchronizeCustomers parameters

This job step can accept the following parameters (Figure 6.5.5.
synchronizeCustomers parameters-igure 6.5.5):

1 CustomerBackupPath dan input customer backup file name with a path. If no
parameter is provided,
OIMPEX/src/jobSynchronizeCustomers/customersBackup/customers-backup.csvo will be
used.

1 FileReportPath &an input customer synchronizing report file name with a path. If no
parameter is provided, [IMPEX/src/jobSynchronizeCustomers/synchronize-customers-
{DateTime}.csvoé will be used.

The current job step checks whether the customer backup file exists at the path
specified in CustomerBackupPath parameter .

If not, this job step completes its execution and the next job step starts his
executing.

If the customer backup file exists, then we check every customer from this file
about whether it exists now on the SFSS side (or has it been deleted). And in a
customer was deleted, we send the request to Braintree's side to delete this
customer there.
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After customer checking, we create a report with customers' statuses and
Braintree responses for backup customers using FileREportPath parameter and
archives customer backup file.

create CustomersBackup job step

Custom.CreateCustomersBackup @

Context:
1D*

createCustomersBackup

Description

CustomerBackupPath*

X . Job Parameters
IMPEX/src/jobSynchronizeCustomers/customersBack

O Always execute on restart.

Exit Status Rules

Oon Action Continue With
OK > Continue With MNext Step ®
ERROR > Stop Flow x

Add Rule

Figure 6.5.6. createCustomersBackup parameters

This job step can accept the following parameter (Figure 6.5.6):

1 CustomerBackupPath dan input customer backup file name with a path. If no
parameter is provided,
OIMPEX/src/jobSynchronizeCustomers/customersBackup/customers-backup.csvé will be
used.

The current job step creates the customer backup file that exists at the path
specified in CustomerBackupPath parameter.

6.5.4 SendFailedTransaction Email

SendFailedTransactionEmail job checks transaction statuses for specified period
of time . In case it finds appropriate status, it will send an emalil to the specified
address with transaction status es and amount of such transactions. If there are
no such transactions, then email will not be sen t and respective log will be
recorded. The purpose of this job is to give merchants ability to receive emails
regarding th e failed transaction in order to be aware of it and quickly make a
certain decision .

This job can accept the following job parameters:

1 Email demail address that is used for sending alerts.
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1 DaysToRetrieve - the period for which you need to check transaction statuses (number
of days).

1 StatusesToCheck dthe statuses that will be considered to be checked, namely . For
example: PROCESSORECLINEDGATEWAY_REJECTEBAILED

i1 AlertsInBM dactivates alerts for failed transactions in Business Manager (default: true)

All possible statuses:
AUTHORIZED, AUTHORIZATION_EXPIRED, AUTHORIZING, SETTLEMENT_PENDING,
SETTLEMENT_DECLINED, FAILED, GATEWAY_REJECTED, PROCESSOR_DECLINED,
SETTLED, SETTLING, SUBMITTED_FOR_SETTLEMENT, VOIDED, SETTLEMENT_CONFIRMED,
REFUND SUBMITTED_FOR_SETTLEMENT, REFUNDMS&GTREFUND SETTLED, PARTIAL
REFUND SUBMITTED_FOR_SETTLEMENT, PARTIAL REFUND SETTLING, PARTIAL REFUND
SETTLED

NOTE: Statusesin StatusesToCheck parameter have to be specified asit shown
in example: in uppercase and with commas between the statuse s

NOTE: For some cases status is not updated until merchants open transaction
details of specific transaction. The most common problem case is
osubmit for settlementdé action in Business Ma
could receive status SETTLEMENT_DECLINEDnd wono6t receive
notification after status change on Braintree side. There is
transaction_settlement declined webhook that would be possible to use
for this case, but It only supports ACH and SEPA Direct Debit
Transaction: Sale and Transaction: Refund requests.

NOTE: Parameter settings aren dshipped with the job. Only DaysToRetrieve
parameter has default value '7* and AlertsinBM value is ‘true’. Other
parameters have to be filled manually using the Business Manager
interface ( as shown in Figure 6.5.7).
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https://developer.paypal.com/braintree/docs/reference/general/webhooks/transaction/node

Select and Configure Step =

Custom.BraintreeSendFailedTransactionEmail @

Context:
1D*

BraintreeSendFailedTransactionEmail

Description

Email
Job Parameters
user@salesforce.com

DaysToRetrieve*

- Job Parameters

StatusesToCheck”

Job Parameters
FAILED, GATEWAY_REJECTED, PROCESSOR_DECLINELC

B alertsinBMm Job Parameters

Figure 6.5.7 sendFailedTransactionEmail parameters

NOTE: In case of large amount of orders, suggest running the job more often to
prevent from possible sandbox overload and performance decrease.

NOTE To see alert notifications in BM, you need to configure it. Go to
Administration > Operations > Notification Settings . Find section Braintree
Plugin > Transactions and choose where you want your alerts to appear (as
shown in Figure 6.5.8).

Administration > Operations > Notifications
Configure Business Manager Notifications and Channels

Keep your systems running smoathly by natifying your teams when something needs their attention. You can configure the types of alerts that your
teams receive and where they receive these alerts, such as email or Slack.

Settings  Slack
Event Business Manager Slack Channel

Braintree Plugin

> Transactions 2 options selected v Select a channel -

Header X Homepage X

Checks the Transactions Module to see if there are any transactions with failed statuses,
Figure 6.5.8 Notification settings

6.5.5 CreateTransactionReport

CreateTransactionReport job generates report and sends It to the provided
email. Job is using in the Braintree Transaction Report functionality. And cannot
be performed separately.

NOTE To run job, you should configure Plugin exports
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6.5.6 BraintreeSynchronizePaymentMethodTokens

The BraintreeSynchronizePaymentMethodTokensjob synchronizes payment
instruments from the Braintree Vault with the accounts saved to the customer's
wallet . You must ensure that the needed site is assigned to the j ob. To do so, go
to Administration > Operations > Jobs >

BraintreeSynchronizePaymentMethodTokens in Business Managelas shown in

Figure 6.5.9).

Administration [ Operations [ Jobs /[

BraintreeSynchronizePaymentMethodTokens @ m
General Schedule and History Resources Job Steps Failure Handling Notification

1D~

BraintreeSynchronizePaymentMethodTokens

Description

Job to handle discrepancies between customer wallet and Braintree vault

Priority
® Normal O High

Figure 6.5.9 BraintreeSynchronizePaymentMethodTokens Job

NOTE: Job fetches data of all customers from the Braintree Vault. Depending
on the volume and amount of data, this might create temporary
inconveniences for the customers. To minimize any potential negative
impact on the user experience, it is optimal to run this job on non -
working days or during periods of lowest customer activity.

NOTE: The job is designed to work on a particular storefront site. However,
when the job is executed, it searches for customers from the Braintree
side on the SFCC side,customer search is not site specific . Therefore,
there is no need to run the job for all sites individually. Instead, it will
go through all the customers retrieved from Braintree and compare
them with all customers on the SFCC instance.

Errors that may occur during job execution:

- Error while executing the query;

- No customers found;

- Error occurred during payment method token deletion.

6.6 Plugin service connection testing

To test whether Braintree service
(int_braintree.http.graphgl.payment.Braintree) has been configured
successfully, go to Merchant Tools > Braintree plugin > Preference
configuration and click the Test connection with Braintree  button.
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RefArch v  Merchant Tools “  Administration Storefront o Toolkit o

=

{;j Cache “  Searchindexes “  CodeVersions “  Cartridge Path ~ QU Search with ease..

Generate Plugin Configuration Test connection with Braintree

General Credit Card PayPal Apple Pay Google Pay Secure Remote Commerce Venmo

Braintree General

Instance Type

Sandbox v

Search by ID Q

Name Value

Merchant Account IDs

Figure 6.6.1. Test connection with Braintree button

If the service has been configured correctly, you'll get a success message,
otherwise, an error will be shown.

6.7 Plugin configuration exports (optional)

To properly troubleshoot the Braintree plugin, you might need to collect plugin
configurations and this feature allows you to do so in a few clicks and have
needed data zipped and downloaded to your device .

The downloads will include:

1. List of Braintree custom preferences

2. List of Braintree services

3. Enabled payment methods and payment processors
4. Braintree plugin logs
5

General data like SFRA version, plugin version, Braintree/Drop -In SDK
version, instance type and compatibility mode

Additionally, Braintree service connection will be tested to ensure that
Braintree service is configured correctly.

After the feature is set up (details in chapter 3.8 Plugin configuration exports ),
click on Generate Plugin Configuration button in Merchant tools > Braintree
plugin > Preference configuration.

In the popup check the items you'd like to download. If none is selected, only
general data will be generated.

The zip file will be downloaded into the location chosen in your browser
downloads settings.

Once everything is downloaded, you'd get a success message, otherwise an error
will be shown.
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NOTE: Downloaded files might contain sensitive data, thus before sending
them to a 3rd party, look through the files.

RefArch v  MerchantTools %  Administration storefront Toolkit Cf'

@ Cache “ Searchindexes ~  CodeVersions “  Cartridge Path ~ QL search with ease..

Generate Plugin Configuration Test connection with Braintree

General Credit Card PayPal Apple Pay Google Pay Secure Remote Commerce Venmo

Braintree General

Instance Type
Sandbox ~
Search by ID Q

Name Value

Merchant Account IDs

Figure 6.7.1. Generate Plugin Configuration button

'@ Remote Commerce Venmo

= =

Plugin C i M

Please select the plugin configurations which will be generated into the zip file:

Custom site preferences
List of services added to Business Manager
Payment methods that are enabled in the Business Manager

Braintree plugin logs

Test connection with Braintree loperty Description

Export file to: ample: "EUR:MERCH

[intree gateway. Cur
ohdle @ plugin_configurations.zip E: ay.

ecified, Braintree wi
Please follow the Braintree integration guide in order to
properly configure and use this functionality.

is allows you the ab
ethod

Submit Cancel

This determines whet!

Figure 6.7.2. Generate Plugin Configuration popup
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7 User Guide

7.1 Roles and Responsibilities

PayPal and Braintree introduced n o new roles with this integration. Y o lirieed
to update existing roles or create and update new ones if you want to use the
Business Manager extensions, including Braintree Transactions and Braintree
Customers.

7.2 Business Manager

This integration introduces a new Business Manager function, Braintree

Transactions, Preference Configuration and Braintree button styles

configuration . See t heCoigumtiondon ndb t hi s document for a det
description of how to grant access to the Braintree Transactions, Preference

Configuration, Braintree Customers pages andBraintree button styles

configuration .

Braintree Transactions extension provides an interface for Braintree
transactions management assigned to Commerce CloudOrders.

Preference Configuration extension provides an interface for configuring custom
site preferences.

Braintree Customersextension provides an interface managing vaulted
customers.

Braintree button styles configuration extension provide ability to change styling
for PayPal buttons enabled on a storefront.

7.2.1 Braintree Transactions

The main Braintree Transactions page displays all orders from the Commerce
Cloud Site which are authorized by Braintree (See Figure 7.2.1).

To access this page, select Merchant Tools > Braintree Plugin > Transactions .
This page displays various information from the order record:

Order Number

Order Date

Customer

Order Total

PayPal Amount
Payment Method
Order Status
PayPalPayment Status
BT Fraud Tool Review

=A =4 =4 =4 A4 4 A8 -8 -4
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Braintree Plugin > Braintree Transactions

Braintree Transactions

This page allows you to search for orders which have Braintree fransactions by order number. Also there is possibility to search Braintree transaction by id.

Transactions statistics Search Order By Payment Status By Order Number By Transaction ID By Payment Method By Fraud Review Status

323 Authorized transactions

K Order Number: Find
180 Settled transactions
9 Settlement pending transactions
86 Settling transactions
40 Submitted for settlement transactions
31 Voided transactions
133 Authorization expired transactions
1 Failed transaction
64 Processor declined transactions
9 Settlement declined transactions
249 N/A transactions
Payment Status and Amounts may take up to an hour to
update
Please click on an ‘Details’ button to get actual order
details.
Order Number  Order Date Customer Order Total Amount Payment Method Order Status Payment Status BT Fraud Tool Review
00033305 Mar 23, 2023 10:28 am Customer Customer  §99.74 59974 Credit Card NEW Submitted for settlement Rejected Details
00033214 Mar 23, 2023 9:35 am Name Paypal $99.74 $99.74 Credit Card NEW Authorized Rejected Details
00033213 Mar 23, 2023 9:09 am Name Paypal $99.74 $99.74 Credit Card NEW Authorized Rejected Details
00033212 Mar 23, 2023 9:06 am Name Paypal $99.74 $99.74 Credit Card NEWY Authorized Rejected Details
00033211 Mar 23, 2023 9:03 am Name Paypal $99.74 $99.74 Credit Card NEW Authorized Rejected Details
00033210 Mar 23, 2023 8:44 am Name Paypal $99.74 $99.74 PayPal NEW Authorized Mot applicable  Details
00033209 Mar 23, 2023 8:39 am Name Paypal $99.74 $99.74 Credit Card NEW Authorized Mot evaluated  Details
00033208 Mar 23, 2023 8:03 am Name Paypal $99.74 $99.74 Credit Card NEW Authorized Rejected Details
00033207 Mar 23, 2023 7:58 am Name Paypal $99.74 $99.74 Secure Remote Commerce NEWY Submitted for settlement For review Details
00033206 Mar 23, 2023 7:56 am Name Paypal $99.74 $99.74 Credit Card NEW Voided Rejected Details
Showing 11 - 20 of 1,169 items Show | 50 100 1000 | | All | items == | Previous |1 m 3 4|5 6 17 || Next | ==
<< Back to Ordering New Transaction from Vault
Figure 7.2.1 Braintree Transactions Page Interface
The transaction statistics block shows the total number of all transactions (as
shown in Figure 7.2.2).
.
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Braintree Plugin > Braintree Transactions

Braintree Transactions

This page allows you to search for orders which have Brainfree fransacfions by order number. Also there is possibility to search Braintree transaction by id.

Transactions statistics Search Order By Payment Status By Order Number By Transaction ID By Payment Method By Fraud Review Status
323 Authorized u'angactians Order Number- Find
180 Settled transactions

9 Settlement pending transactions
86 Settling transactions
40 Submitted for settlement transactions
31 Voided transactions
133 Authorization expired transactions
1 Failed transaction
64 Processor declined transactions
9 Settlement declined transactions
2439 N/A transactions

Payment Status and Amounts may take up to an hour to

update.

Please click on an ‘Details' button to get actual order

details.

Order Number  Order Date Customer Order Total Amount Payment Method Order Status Payment Status BT Fraud Tool Review

00033305 Mar 23, 2023 10:28 am Customer Customer $99.74 $99.74 Credit Card NEW Submitted for settlement Rejected Details

00033214 Mar 23, 2023 9:35 am Name Paypal $99.74 $99.74 Credit Card NEW Authorized Rejected Details

00033213 Mar 23, 2023 9:09 am Name Paypal $99.74 $99.74 Credit Card NEW Authorized Rejected Details

00033212 Mar 23, 2023 9:06 am Name Paypal $99.74 $99.74 Credit Card NEW Authorized Rejectad Details

00033211 Mar 23, 2023 9:03 am Name Paypal $99.74 $99.74 Credit Card NEWY Authorized Rejected Details

00033210 Mar 23, 2023 8:44 am Name Paypal $99.74 $99.74 PayPal NEW Authorized Not applicable ~ Details

00033209 Mar 23, 2023 8:39 am Name Paypal $99.74 $99.74 Credit Card NEW Authorized Mot evaluated  Details

00033208 Mar 23, 2023 8:03 am Name Paypal $99.74 $99.74 Credit Card NEW Authorized Rejected Details

00033207 Mar 23, 2023 7:58 am Name Paypal $99.74 $99.74 Secure Remote Commerce NEW Submitted for settlement For review Details

00033206 Mar 23, 2023 7:56 am Name Paypal $99.74 $99.74 Credit Card NEWY Voided Rejected Details

Showing 11 - 20 of 1,169 items. Show | 50 100 1000 | | All | items == | Previous | | 1 m 3 045 6| 11T Next| ==

<= Back to Ordering New Transaction from Vault

Figure 7.2.2. Braintree Transactions Statistics
You can perform a search for Orders authorized by Braintree, by Commerce
Cloud Order Number, Braintree Transaction ID , Payment Method, Payment
Status or by Fraud Review Status as shown in Figure 7.2.3, Figure 7.2.4, Figure
7.2.5, Figure 7.2.6, Figure 7.2.7.
.
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Transactions statistics Search Order By Payment Status By Order Number By Transaction ID By Payment Method By Fraud Review Status

323 Authorized transactions
180 Settled transactions
9 Settlement pending transactions
86 Settling transactions
40 Submitted for settlement transactions
21 Voided transactions
133 Authorization expired transactions
1 Failed transaction
64 Processor declined transactions
9 Settlement declined transactions
249 NIA transactions

Order Number: 00033411 Find

Payment Status and Amounts may take up fo an hour fo
update.

Please click on an ‘Details’ button to get actual order details.

Order Number Order Date Customer Order Total Amount Payment Method Order Status Payment Status BT Fraud Tool Review
00033411 Mar 24, 2023 11:58 am Name Paypal $99.74 $99.74 Credit Card NEW Voided Rejected Details

Figure 7.2.3. Search Orders with Braintree Transaction Associated by Commerce Cloud Order Number

Transactions statistics Search Order By Payment Status By Order Number By Transaction ID By Payment Method By Fraud Review Status

323 Authorized transactions
180 Settled transactions
9 Settlement pending transactions
86 Settling transactions
40 Submitted for settlement transactions
31 Voided transactions
133 Authorization expired transactions
1 Failed transaction
64 Processor declined transactions
9 Settlement declined transactions
249 NIA transactions

| Transaction ID: h5ptzgve Find |

Payment Status and Amounts may take up fo an hour to
update.

Please click on an ‘Details’ button to get actual order details.

Order Number Order Date Customer Order Total Amount Payment Method Order Status Payment Status BT Fraud Tool Review
00033411 Mar 24, 2023 11:56 am MName Paypal $99.74 $99.74 Credit Card NEW Voided Rejected Details

Figure 7.2.4. Search Orders with Braintree Transaction by PayPal Transaction ID
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Transactions statistics Search Order By Payment Status By Order Number By Transaction ID By Payment Method By Fraud Review Status
L

#23 Authorized transactions Payment Method: PayPal v|  Find
180 Settled transactions
9 Settlement pending transactions
86 Settling transactions
40 Submitted for settlement transactions
21 Voided transactions
133 Authorization expired transactions
1 Failed transaction
64 Processor declined transactions
9 Settlement declined transactions
249 N/A transactions
Payment Status and Amounts may take up fo an hour fo
update.
Please click on an ‘Details’ button to get actual order
details.
Order Number Order Date Customer Order Total Amount J Payment Method Order Status Payment Status BT Fraud Tool Review
00033405 Mar 24, 2023 9:23 am Paul Lorens §99.74 $99.74 PayPal NEW Authorized Nat applicable Details
00033307 Mar 23, 2023 10:38 am Name Paypal 5$99.74 §99.74 PayPal NEW Authorized Not applicable Details
00033210 Mar 23, 2023 &:44 am Name Paypal §99.74 $99.74 PayPal NEW Authorized Not applicable Details
00033030 Mar 21, 2023 1:23 pm Paul Lorens $99.74 $99.74 PayPal NEW Authorized Mot evaluated Details
00033028 Mar 21, 2023 1:04 pm Credit Card §99.74 $99.74 PayPal NEW Authorized Not evaluated Details
00033027 Mar 21, 2023 1:01 pm Credit Card §99.74 $99.74 PayPal NEW Authorized Mot applicable Details
00033026 Mar 21, 2023 12:58 pm Credit Card 599.74 $99.74 PayPal NEW Authorized Mot applicable Details
00033025 Mar 21, 2023 12:57 pm Credit Card §99.74 $99.74 PayPal NEW Authorized Mot applicable Details
00033024 Mar 21, 2023 12:51 pm Credit Card 599.74 §99.74 PayPal NEW Authorized Mot applicable Details
00033021 Mar 21, 2023 12:44 pm Paul Lorens §99.74 $99.74 PayPal NEW Authorized Nat applicable Details
Showing 1 - 10 of 614 items. Show | 50 | | 100 | | All| tems m 2113|456 |../62] Next ==
Figure 7.2.5 Search Orders with Braintree Transaction by Payment Method
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Transactions statistics Search Order By Payment Status By Order Number By Transaction ID By Payment Method By Fraud Review Status
——

323 Authorized transactions

- Payment Status: Authorized v Find
180 Settled transactions
9 Settlement pending transactions
86 Settling transactions
40 Submitted for settlement transactions
31 Voided transactions
133 Authorization expired transactions
1 Failed transaction
64 Processor declined transactions
9 Settlement declined transactions
249 N/A transactions
Payment Status and Amounts may take up to an hour to
update.
Please click on an ‘Details’ button to get actual order
details.
Order Number Order Date Customer Order Total Amount  Payment Method Order Status Payment Status BT Fraud Tool Review
00033410 Mar 24, 2023 11:18 am Name Paypal $99.74 $99.74 Credit Card NEW Authorized Accepted Details
00033409 Mar 24, 2023 11:15 am Name Paypal $99.74 $99.74 Credit Card NEW Authorized Accepted Details
00033407 Mar 24, 2023 9:24 am Name Paypal $99.74 $99.74 Credit Card NEW Authorized Rejected Details
00033406 Mar 24, 2023 9:24 am Customer Customer $99.74 $99.74 Credit Card NEW Authorized Accepted Details
00033405 Mar 24, 2023 9:23 am Paul Lerens $99.74 $99.74 PayPal NEW Authorized Not applicable Details
00033308 Mar 23, 2023 10:35 am Name Paypal $99.74 $899.74 Cradit Card NEW Authorized Rejected Details
00033307 Mar 23, 2023 10:38 am Name Paypal $99.74 $99.74 PayPal NEW Authorized Not applicable Details
00033306 Mar 23, 2023 10:36 am Name Paypal 39574 59574 Credit Card NEW Authorized Accepted Details
00033214 Mar 23, 2023 9:35 am Name Paypal $99.74 $99.74 Credit Card NEW Authorized Rejected Details
00033213 Mar 23, 2023 9:09 am Name Paypal $99.74 $99.74 Credit Card NEW Authorized Rejected Details
Showing 1 - 10 of 323 items Show | 50 100 | | All | items m 234 56.../33 || Next| ==
<< Back to Ordering New Transaction from Vault
Figure 7.2.6. Search Orders with Braintree Transaction by Payment Status
Transactions statistics Search Order By Payment Status By Order Number By Transaction ID By Payment Methed By Fraud Review Status

323 Authorized transactions

- Fraud Review Status: Accepted v Find
180 Settled transactions
9 Settlement pending transactions
86 Settling transactions
40 Submitted for settlement transactions
31 Voided transactions
133 Authorization expired transactions
1 Failed transaction
€4 Processor declined transactions
9 Settlement declined transactions
245 N/A transactions
Payment Status and Amounts may take up fo an hour fo
update.
Please click on an 'Details’ button to get actual order details.
Order Number Order Date Customer Order Total Amount  Payment Method Order Status Payment Status BT Fraud Tool Review I
00033410 Mar 24, 2023 11:18 am Mame Paypal $99.74 $99.74 Credit Card NEW Authorized Accepted Details
00033408 Mar 24, 2023 11:15 am Name Paypal $99.74 $99.74 Credit Card NEW Authorized Accepted Details
00033406 Mar 24, 2023 9:24 am Customer Custormnar $99.74 $99.74 Credit Card NEW Authorized Accepted Details
00033306 Mar 23, 2023 10:36 am Name Paypal $99.74 $99.74 Credit Card NEW Authorized Accepted Details
00033115 Mar 22, 2023 2:42 pm Mame Paypal $99.74 $99.74 Credit Card NEW Voided Accepted Details
00033113 Mar 22, 2023 2:15 pm Name Paypal $99.74 $99.74 Credit Card NEW Authorized Accepted Details

Figure 7.2.7. Search Orders with Braintree Transaction by Fraud Review Status
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To view transaction from details the Braintree Payment Transaction of the
actual order, a merchant can click the Order Number or Details link on the
right. If an order has more than one related transaction, a Transaction Details
pop-up window displays all transactions (including refunds) related to the
current order (as shown in Figure 7.2.8).

Transactions of order: 00033410

Order Number: 00033410

Customer Name:
Customer Email:
Customer ID:
Shipping Address:

Payment Method
Amount Left To Settle:

Transaction ID: dmtpOft3

Amount:
Order Date:
Payment Status:

BT Fraud Tool Review:

Name Paypal
pptest@gmail.com
57550000264

Paul Lorens

2253 Hudson Street,
Denver, CO 80207
USA

CREDIT_CARD
99.74 USD

99.74 USD
3/24/23 11:18 am
Authorized
Accepted

Submit For Settlement Void

Transaction History

Timestamp Status Amount

3/24/23 11:18 am Authorized 99.74

Transaction Logs

> Reguest to Braintree

> Response from Braintree

Figure 7.2.8. Transaction Details Pop-up

You can submit them for settlemen t authorized transactions (see Figure 7.2.9)
Braintree supports multiple settlements. A merchant can perform partial
settlements until authorization is fulfilled. To perform multiple partial
settlements, the merchant must submit a transaction for settlement, then use

Braintree
A PayPal service
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the Transaction Details pop -up to create a new transaction for any further
settlements. (See Figure 7.2.10)

Transactions of order: 00007304

S EEENN § ENEN § BEE Y SNV BN SE—F EES—— V E— —"

J

Order Number: 00007304

Settle Transaction: bwyqx7
1 Customer Name: Leonardo K. Cavanaugh

Customer Email: LillianCFarnsworth@dayrep.com
Full Settle Amount 1118.48 USD

Partial Settle Amount usb

Transaction can be submit to settlement only once.
If the field Partial Settle Amount is empty, full amount of the transaction will be settled.

Settle Transaction X

T Submit Cancel
Timestamp Status Amount
2/23/16 9:59 am Authorized 1118.48

Figure 7.2.9. Settle Transaction Option on Transaction Details Pop -up

" Transactions of order: 00007304

1

Order Number: 00007304

New transaction for order 00007304

T Customer Name: Leonardo K. Cavanaugh
Customer Email: LillianCFarnsworth@dayrep.com
Authorized Amount 1,118.48 USD
Settled Amount 10 USD
Left to Settle 1,108.48 USD

Transaction Amount usb

New transaction will be created in the scope of order and atached to the orders history.

Submit Cancel

New transaction for order 00007304 X

2/23/16 9:59 am Authorized 1118.48
2/23/16 10:13 am Submitted for settlement 10.00

Figure 7.2.10. New Transaction (Partial Settlements) Option on Transaction Details Pop -up

Braintree
A PayPal service

All additional transactions will be coupled with the order and listed on the

Transaction Details Pop-Up under the History drop -down menu, shown in Figure

7.2.11).
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Transactions of order: 00033305 *

Order Number: 00033305

Customer ID: 16771795681

Shipping Address: Customer Customer
1196 Cooks Mine Road,
Albuquerque, NM 87102
USA

Payment Method CREDIT_CARD
Amount Left To Settle: 99.74 USD

Transaction ID: 5gm9r3h0 History]| Transaction 5gm3ran0 v
Transaction 2gm39r3n0

Amount: 99.74 USD

Order Date: 3/23/23 10:28 am
Payment Status: Settled
BT Fraud Tool Review: Rejected

Submit For Settlement

Transaction History

Timestamp Status Amount
3/23/23 11:08 am Settled 99.74
3/23/23 10:35 am Submitted for settlement 99.74
3/23/23 10:28 am Authorized 99,74

Transaction Logs

> Request to Braintree

> Response from Braintree

Figure 7.2.11. New Transactions History Menu on the Transaction Details Pop -up

If you need to create a new transaction using the Payment Method token, use
the New Transaction from Vault pop -up (SeeFigure 7.2.13). Partial Capture
Transaction for non-PayPal transactions will create new transactions using
token.
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Braintree Plugin > Braintree Transactions

Braintree Transactions

This page allows you to search for orders which have Braintree fransactions by order number. Also there is possibility fo search Braintree transaction by id.

Transactions statistics Search Order By Payment Status By Order Number By Transaction ID By Payment Method By Fraud Review Status
323 Authorized uan;aclions Order Number- End
181 Settled transactions

9 Set p ing ion:
86 Settling transactions
39 Submitted for settlement transactions
31 Voided transactions
133 Authorization expired transactions
1 Failed transaction
64 Processor declined transactions
& Settlement declined transactions
249 NIA transactions

Payment Status and Amounts may take up fo an hour to

update.

Please click on an ‘Details' button to get actual order

details

Order Number  Order Date Customer Order Total Amount Payment Method Order Status  Payment Status BT Fraud Tool Review

00033305 Mar 23, 2023 10:28 am  Customer Customer  $99.74 $99.74 Credit Card NEW Settled Rejected Details

00033214 Mar 23, 2023 9:35 am Name Paypal 599.74 $99.74 Credit Card NEW Authorized Rejected Details

00033213 Mar 23, 2023 9:09 am Name Paypal $99.74 $99.74 Credit Card NEW Authorized Rejected Details

00033212 Mar 23, 2023 9:06 am Mame Paypal 599.74 $99.74 Credit Card NEW Authorized Rejected Details

00033211 Mar 23, 2023 9:03 am Name Paypal $99.74 $99.74 Credit Card NEW Authorized Rejected Details

00033210 Mar 23, 2023 8:44 am Name Paypal $99.74 $99.74 PayPal NEW Authorized Mot applicable  Details

00033209 Mar 23, 2023 8:39 am Name Paypal 599.74 $99.74 Credit Card NEW Authorized Not evaluated  Details

00033208 Mar 23, 2023 8:03 am Name Paypal 599.74 $99.74 Credit Card NEW Authorized Rejected Details

00033207 Mar 23, 2023 7:58 am Name Paypal 599.74 $99.74 Secure Remote Commerce NEW Submitted for settlement  For review Details

00033206 Mar 23, 2023 7:56 am Name Paypal 599.74 $99.74 Credit Card NEW Voided Rejected Details

Showing 11 - 20 of 1,169 items Show | 50 100 1000 All | items <= | Previous | |1 Qe 3 4 5| & 117 || Next | ==

<< Back to Ordering * New Transaction from Vault

Figure 7.2.12. Transaction List with New Custom Transaction Buttons

New Transaction x|

#1 Payment Details:

Currency | usD v

Payment Method Token: | |

Amount: | |

Tax: | |

Custom Fields:

«
Example: customfieldone:value,
customfieldtwo:value
Submit Cancel
Figure 7.2.13. New Transaction from Vault Pop -up
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To view request and response log data for a particular transaction, use the

Transaction Details window and the Transaction Logs section. This will help you

analyze the information in more detalil

(Figure 7.2.14).

Transactions of order: 00033207

Payment Method
Transaction ID: 229j07m5

Amount:
Order Date:
Payment Status:

BT Fraud Tool Review:

Transaction History

Timestamp
3/23/23 11:08 am
3/23/23 8:58 am
3/23/23 7:58 am

Settled

Submitted for settlement

Authorized

——— W

Denver, CO 80207
USA

SRC

99.74 USD
3/23/23 7:58 am
Settled

For review

Refund

Status Amount
99.74
99.74

99.74

Transaction Logs

» Reguest to Braintree

This section contains requests to Braintree which were made for transaction creation

{

"query™: "mutation
CaptureTransaction(Sinput:
CaptureTransactionInput!) {

i

v Response from Braintree

This section contains responses from Braintree which were made for transaction creation

{

"error": false,
"data": {
"captureTransaction™; {

{3

Figure 7.2.14. Transaction Logs

Braintree
A PayPal service

Copyright ©2023 Braintree, a service of PayPal Inc. All rights reserved.
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To view the updated payment status for a bunch of orders, click on Update
Transactions Statuses button, which will update statuses for all orders currently
viewable on the page ( Figure 7.2.15).

Braintree Plugin > Braintree Transactions
Braintree Transactions
This page allows you to search for orders which have Braintree transactions by order number. Also there is possibility fo search Braintree transaction by id

Transactions statistics Search Order By Payment Status By Order Number By Transaction ID By Payment Method By Fraud Review Status

80 Authorized transactions
1 Partial refund settled transaction

4 Partial refund submitted for
settiement transaction

5 Refund settled transactions
1 Refund settling transaction
174 Settled transactions
1
2 Submitted for settlement transactions
54 Voided transactions

Fraud Review Status: For review v| Find

251 expired
5 Gateway rejected transactions
29 F i i
4

248 N/A transactions

Payment Status and Amounts may take up fo an hour to update.
Please click on an 'Details’ button to get actual order detalls. $ [ Update Transactions Statuses

Order Number Order Date Customer Order Total Amount Payment Method Order Status Payment Status BT Fraud Tool Review
00009802 May 31, 2023 12:49 pm Mariana Berkii $3779 $37.79 Credit Card NEW Voided For review Details
00005801 May 31, 2023 12:48 pm Mariana Berkii $37.79 $37.79 Credit Card NEW Settled For review Details
00009639 May 29, 2023 4:55 pm Marry Gray $37.79 §37.79 Credit Card NEW Partial refund settled For review Details
00009638 May 29. 2023 4:53 pm Card Holder $103.94 $103.94 GooglePay NEW Refund settling For review Details
00009637 May 29, 2023 4:52 pm Card Holder $44.09 $44.09 GooglePay NEW Settled For review Details
00009636 May 29, 2023 4:52 pm Mariana Berkii $37.79 $37.79 Credit Card NEW Partial refund submitted for settlement For review Details
00009635 May 29, 2023 451 pm Mariana Berkii $37.79 $37.79 Credit Card NEW Authorized For review Details
00009634 May 29, 2023 4:50 pm Mariana Berkii $60.88 $60.88 Credit Card NEW Authorized For review Details
00009632 May 29, 2023 4:42 pm Stanislav Polskoi $44.09 54409 ApplePay NEW Voided For review Details
00009630 May 29, 2023 4:35 pm Mariana Berkii 83779 $37.79 GooglePay NEW Submitted for settlement For review Details
Showing 1 - 10 of 148 items Show 50 100 All| items 082 3 4 5 6 15| Next ==

Figure 7.2.15. Update Transactions Statuses button

7.2.2 Braintree Styles Configuration

Braintree Button Styles Configuration allows to choose styling of the PayPal
Smart Button, PayPal Pay Later messaging,Google Pay, Apple Pay and Connect
with PayPal buttons from the Business Manager. After installation new menu
item will appear in under Site Preferences in the Business Manager.

A PayPal: Depends on buttons locations styling will be available for
pvp/ pdp/mini -cart/cart/billing pages ( Figure 7.2.16). To read more
about styling options visit Customize the PayPal Buttons. After
configuration done click Save Smart Button Configuration to update
styling.
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PayPal Google Pay Apple Pay Connect with PayPal

Choose a PayPal Button Location:

billing s

cart

minicart PayPal Checkout
pdp

V]
pvp [=] Debit or Credit Card

rect Powered by PayPal

“

Choose a layout:

“

vertical

Choose a label:

“

checkout

Include a tagline:

“

false

Choose a height:

min: 25 | 35 max: 55

Save Smart Button configuration

Figure 7.2.16. PayPal Styles Configuration view

A Apple Pay. Depends on buttons locations styling will be available for
cart and billing pages (Figure 7.2.17). To read more about styling
options visit Customize the Apple Button. After configuration done click
Save Button Style Configuration to update styling.

Apple Pay Button
Configuration

Choose a location

billing s

Choose a color

white-outline L] Donate with & Pay

Choose a type

donate s

Save Button Style Configuration

Figure 7.2.17. Apple Pay Styles Configuration view

A Google Pay: Depends on buttons locations styling will be available for
cart and billing pages ( Figure 7.2.18) To read more about styling
options visit Customize the Google Pay Button. After configuration done
click Save Button Style Configuration to update styling.
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PayPal Google Pay Apple Pay

Google Pay Button Configuration

Choose a location

billing ¢

Choose a color
white . ]

heck ith G P
Choose a type Checkout with G Pay
checkout s

Choose a size mode

fill 3

Save Button Style Configuration

Figure 7.2.18. Google Pay StylesConfiguration view

A Connect with PayPal: Depends on buttons locations styling will be
available for login and billing pages ( Figure 7.2.19) To read more about
styling options visit Customize the Connect with PayPal Button. After
configuration done click Save Button Style Configuration to update
styling.

PayPal Google Pay Apple Pay Connect with PayPal

Connect with PayPal Button Configuration

Choose a PayPal Button Location:

“»

login

Choose a label:

“»

Log in with PayPal

Choose a shape:
pill P Loz in with PayPal

Choose a size:

“»

“»

large

Choose a theme:

“»

blue

Save Button Style Configuration

Figure 7.2.19. Connect with PayPal Configuration vie w

A PayPal Pay Later messaging:Depends on bannervisibility you can
configure styles for category, PDP and cart pages. For all available
options please visit Layout and style. Please note in order to configure
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banner styles configuration you should select the PayPal Pay Later
Banner Location site preference.

Choose a banner configurations:

cart B

Choose a layout:

flex s
Choose a size: ' PayPal Pay as low as $6.98/mo.
o R CREDIT |~ ..

Choose a color:

white s

Save banner configuration

Figure 7.2.20. PayPal Pay Later messagingconfiguration vie w

7.2.3 Braintree Reports
The Braintree Reports page gives possibility to get transaction by filtering them.

To access this page, select Merchant Tools > Braintree Plugin > Reports

Reports
Please note: in order to save the report export it to a CSV file.
Created From: Created To: Currency:
01/01/2024 m] 01/31/2024 [m] Select currency ~
Status: Credit Cards types: Payment Methods:
Select status I Select credit card type Select payment method
All All All
Authorization Expired American Express PayPal
Authorized Discover CreditCard
Authorizing International Maestro Venmo
Amount From: Amount To: Customer ID:
Min amount Max amount Customer ID input
Transaction Kind: Additional Options:
Select transaction kind v Shipping Address

Billing Address
Phone Number

Tax Amount

Fraud Review Status

Generate Report | Clear all
Email for o -
export: s Export CSV

Figure 7.2.21. Reports Page

This page displays variousfilters for the report

Date (Created From, Create To)
Currency

Status

Credit Card types

Payment Methods

Amount (Amount From, Amount To)
Customer ID

Transaction Kind

=A =4 =4 -4 -8 A -8 -

Braintree _ _ _ _ .
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Default report columns:

=2 =4 =4 4 -4 4 -4 -4 -4

Transaction 1D
Customer ID
Customer

Order ID

Amount

Currency

Kind

Transaction Status
Payment Method

Additional Options (columns) to display:

=A =4 =4 -4 =N

Transaction ID

dHJhbnNhY3Rpb25fZjlleWR4NGO

dHJhbnNhY3Rpb25fNWY3NWRoZ2c

dHIhbnNhY3Rpb25fOXpyZWJzODM

dHJhbnNhY3Rpb25fcWR6MmR3anc

dHJhbnNhY3Rpb25fcHpucjlz¥m0

dHJhbnNhY3Rpb25fa2NgYXdizGU

dHJhbnNhY3Rpb25fNmdybXc0YzE

dHJhbnNhY3Rpb25fYjY1cTByamc

dHJhbnNhY3Rpb25fYTgyajc4Mjg

dHJhbnNhY3Rpb25faHB5Z3MxNTk

dHJhbnNhY3Rpb25famt30GQ3bWM

Shipping Address
Billing Address
Phone Number

Tax Amount

Fraud Review Status

Customer ID

Y3VzdG9tZXJfODk2MDI3NTkzNzM
Y3VzdGOtZXJFODk2ZMDI3NTkzNzM
Y3VzdGOtZXJfODk2ZMDI3NTkzNzM
Y3VzdGAHZXIFMTIZNDMOMjg4MTY
Y3VzdGAHZXIFMTIZNDMOMjg4MTY
Y3VzdGOZXIFNDc30TAQwODUWNZE
Y3VzdGOtZXFODI4AMzESOTAOODE
not available
Y3VzdGOtZXJfODczODE1MzEyNjk
Y3VzdGOtZXJfMTI2NDMOMjg4MTY

Y3VzdGOtZXJIMTI2NDMOMjg4MTY

Customer

Test
Automation

Test
Automation

Test
Automation

Santest
Josetest

Santest
Josetest

not available

not available

not available

not available

Santest

Josetest

Santest
Josetest

Order ID

00088503

00088502

00088501

00002703

00002801

20Gam000000B7hJEAS

a0Gam000000BO6pNEAS

a0Gam000000B6pNEAS

00002802

00002801

00002801

Amount

185.83

185.83

185.83

100.38

200,24

1210.00

46.00

46.00

809.53

120.00

320.24

Figure 7.2.22. Reports result example

Currency

usb

usb

usD

usD

usb

usD

usD

usD

usD

usD

usD

Kind

Sale

Sale

Sale

Sale

Sale

Sale

Sale

Sale

Sale

Sale

Sale

We provide the possibility to export report’s result as csv file to the provided
email address.

NOTE To be able to export reports you should configure
CreateTransactionReport job

Braintree

A PayPal service

Copyright ©2023 Braintree, a service of PayPal Inc. All rights reserved.

Transaction Transaction
Status Date
Authorized 29/1/2024,
11:3:2
Authorized 29/1/2024,
10:58:37
Authorized 29/1/2024,
10:55:6
Settling 29/1/2024,
10:48:15
Settling 29/1/2024,
10:46:38
Authorized 29/1/2024,
10:9:7
Authorized 29/1/2024,
10:5:56
Processor 29/1/2024,
Declined 10:5:1
Submitted For  29/1/2024,
Settlement 9:58:7
Settled 29/1/2024,
9:55:24
Settlement 29/1/2024,
Pending 9:53:57
User Guide |

Payment
Method
PayPal
PayPal
PayPal
PayPal
PayPal
PayPal
CreditCard
(Visa)
PayPal
CreditCard
(Visa)

PayPal

PayPal
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Transaction Report b « s

noreply@us03.dx. rercecloud.salesf com

tome v

@ 213PM (10 minutesage) ¢ @ € Reply

Here is Your Transaction report_29.01.2024.csv (attached)!

One attachment - Scanned by Gmail @ @

B report_29.01.202...

- NS LN AN
“ Reply )( ~ Forward ) (@)
\- AN SN

Figure 7.2.23. Reports result sent via email

7.3 Storefront Functionality

The Braintree integration introduces two new features to  Salesforce Commerce
Cloud Store Front Reference Architecture (SFRA)storefront: Braintree hosted
fields for credit card processing, and storage and use of payment methods from
the Braintree Vault. The Billing page displays the hosted fields during checkout.
(SeeFigure 7.3.1)

Payment
Billing Address
Tania Lieberman 2348 Rardin Drive San Bruno CA 94066 ~
Update Address Add New

*Phone Number o
65058095223
— ~
= 2 GPy D» V

* Mame on Card

Example: Visa

* Card Number

Example: 41111111117111111

* WV

* Expiration Date

Example: MM/YY

Next: Place Order

Braintree _ _ _ _ .
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Figure 7.3.1. Billing Page with Braintree Hosted Fields for Guest Checkout

These fields are form fields hosted on Braintree, which are useful for PCI

compliance. Commerce Cloud stores no sensitive credit card data . This

information is handled only on Braintree. I f the
Payment Method in Vaultdé Vaolta@ays er VRIltanf er ences i s s
Success the customer can save their credit card data (saved credit card

became default payment method ). (See Figure 7.3.2.) This card will be

tokenized on Braintree, and Commerce Cloudwill store a Payment Method

token for future payment actions.

Update Address Add Mew

*Phone Number o
9876543210
I
. -~
= 2 GPy » Vv

Select a Credit Card

Mew Card ~

* Mame on Card

Example: Visa

* Card Mumber

Example: 41111111117111111

*CWV

* Expiration Date

Example: MM/YY

[#] Sawve this card

Mext: Place Order

Figure 7.3.2. Bi l Il ing Page with o0Save this cardo Sel

If a customer is logged in and their profile includes saved credit cards, these
cards will be displayed in the Select a Credit Card drop -down list. The customer
can then choose a card to pay for their transaction. (See Figure 7.3.3 and Figure
7.3.4.)
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Update Address Add New

*Phone Number o

6505895223

Lot L4 GPay 0[» v

Select a Credit Card

Wigg wremmmamms 1111 01423 jill doe e

* Mame on Card

Example: Visa

* Card Mumber

Example: 411111111717111111
o

* Expiration Date

b= |

Example: MM/YY

MNext: Place Order

Figure 7.3.3. Billing Page with Braintree Hosted Fields for Logged -in Customer Checkout

Select a Credit Card

Mastercard ************4444 01/24 SRC v
New Card

Mastercard ************4444 01/24 SRC

Visa ****+**++**1111 01/23 jill doe
SKC

Example: Visa

* Card Number

B |

Example: 4111111111111111

*CW

* Expiration Date

01/24 ‘

Example: MM/YY

Save this card

Figure 7.3.4. Billing Page with Multiple Saved Cards

Braintree _ _ _ _ .
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This integration extends My Account Payment Methods functionality to work
with the Braintree Vault. A customer can add or delete credit cards in the
Braintree Vault.

Credit Cards

Visa****+*#*++*+*1111  Remove

MasterCard***********0011 Make default Remove

Add New
PayPal accounts
Add New
Venmo accounts
Add New

Figure 7.3.5. My Account / Payment Settings Page with Braintree Payment Methods List and Saved CreditCard
Payment Method

Credit Cards

Visa™ " =*=*=*=1111  Remove

* Mame on Card

Example: Visa

= Card Number

Example: 4111111111111111

=W

" Expiration Date

Example: MMAYY

Save

or use altemative methods

(o wme )

Figure 7.3.6. Braintree Hosted Fields in Add a Credit Page
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CREDIT

iw

P PayPal

P PayPal CREDIT
mastercard

Figure 7.3.7. Braintree PayPal Functionality on the Checkout / Payment Methods Page

' PayPal

Pay with PayPal

‘ I.VinogradovVN@gmail.com

sssssssens

|_' | Stay logged in for faster purchases ()

Having trouble logging in?

or

Create an Account

Cancel and return to TEST MERCHANT

English = Frangais | Espafiol | 3L

Figure 7.3.8. Braintree PayPal Payment Page
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Your Cart

Continue Shopping 1ltems Need Help? Call 1-800-555-0199

Refined Denim Pants EiECComo Sode

Color: Indigo Each Quantity Total Promo Code m

Size: 28 $195.00 1 +  $195.00 X
In Stock

Edit Add to Shipping
Wishlist

Ground ( 7-10 Business Days ) #

Shipping cost $7.99

Sales Tax $10.15

Estimated Total $213.14
P PayPal

Figure 7.3.9. Braintree PayPal Functionality on the Cart Page
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Braintree
A PayPal service

< (N

3:50 AM

& paypal04-tech-prtnr-na06-dw.demandware.n: ¢

irst-Site | Si

Qg In Stock

The Store Locator is
designed to help you
find the closest store

is Mobile First | 2.1.0

86% -
O+ O

Gmail

FREE 2-Day SHIPPING FOR ORDERS OVER $300

&

Continue Shopping 2 ltems
3/4 Sleeve V-Neck Top
Color: Grey Heather
Size: L
In Stock
Iy Edit Add to Wishlist
Each Quantity Total
$24.00 1 ¢ $24.00

Light Hematite Button Clip-on Earrings

Color: Hematite

Edit Add to Wishlist
Each Quantity Total
$18.00 1 : $18.00
Locate Store Account
My Account

Check Order

Wish List

Customer Service
Contact Us

Gift Certificates

Help

Search (keywords,... Q > 24

Need Help? Call 1-800-555-0199

Enter Promo Code

Promo Code

Shipping

Ground ( 7-10 Business Days ) s
Shipping cost $15.99
Sales Tax $2.90
Estimated Total $60.89

Pay!

P PayPal
v 9

About
About Us

Privacy

Terms

Figure 7.3.10

. Braintree Apple Pay Functionality on the Cart Page

Copyright ©2023 Braintree, a service of PayPal Inc. All rights reserved.
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iPad = 2:50 AM 87% m.>

& paypal04-tech-prtnr-na06-dw.demandware.ne ¢

&5

-]

X°
Lheckout

Need Help? Call 1-800-555-0199

find the closest store

Billing Address &
Olga Kytsyshyn 265 flamingo str., x234 Las Ve
aas NV 89102 Each
Update Address Add New $24.00
CREDIT '
] Payhet
Locate Store Account Customer Service
My Account Contact Us
Th i
o Slore hocelons Check Order Gift Certificates
designed to help you
Wish List Help

Shipping Edit Order Summary
Shipping Address: Subtotal $24.00
Olga Kytsyshyn Shipping $5.99
265 flamingo str., x234
Las Vegas NV 89102 Sales Tax $1.50
9876876543
Total . . .. $31.49
Shipping Method:
Ground ( 7-10 Business Days ) $5.99
1ltems $24.00
3/4 Sleeve V-Neck Top
Payment Color: Grey Heather

Size: L
In Stock

Quantity Total
1 $24.00

About
About Us

Privacy

Terms

Figure 7.3.11. Braintree Apple Pay Functionality on the Checkout / Payment Methods Page

Braintree
A PayPal service

Copyright ©2023 Braintree, a service of PayPal Inc. All rights reserved.
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®Pay <o Cancel

CARD & BLUE CASH EVERYDAY(SM) (ee++ 1398) >
BILLING 101 EAST 8TH AVE CONSHOHOCKEN PA 19428 UNITED STAT...

SHIPPING SEMEN SEMENCHENKO
101 EAST 8TH AVE
CONSHOHOCKEN PA 19428
UNITED STATES

CONTACT ASD@ASDFG.COM
(804) 354-9216

PAY SALEFORCE SHOP

Pay with Touch ID

Figure 7.3.12. Apple Pay Popup

Braintr
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oo - 41088616 PM

Qove - 0 10%B615PM o = 41058616 PM
0 @ nrna06-dw.demandwarenet (0 i m‘"‘" e 1o m
$530.24 otal items Total
Eupped to: Tania Lieberman 5 53034
Total items Total Credit Cards
1 $530.24 Credit Cards

Visatsswhiaasn2972  Remove
Visa#ivssieaiss2972  Remove

Credit Cards
Add New
Al New
Visatsrwsensss2072  Remove
PayPal accounts
Add New Y PayPal accounts
p-lorenstest@gmail.com Remove
p.lorenstest@gmail.com Remove
PayPal accounts
Add New
p.lorenstest@gmail.com Remove Add New
Venmo accounts Venmo accounts
Venmo-Joe-1 Remove Venmo-Joe-1 Make default
Venmo accounts RN famoc
_— — T — —
Add New Add New
Locate Store
Locate Store Locate Store
Account N
Account v Account v
Customer Service v Customer Service i Customer Service v
About v About ¥ About v
s -
D6 OB - BB OoB - D6 OB -
© 2004-2018 Commerce Cloud, a Salesforce company. All ©2004-2018 Commerce Cloud, a Salesforce company. All ©2004-2018 Commerce Cloud, 3 Salesforce company. All

Rights Reserved. Rights Reserved.

Rights Reserved
This Is a demo store only. Orders made will NOT be
processed

Figure 7.3.13. Venmo My Account section

F

Y @& 06-dw.demandware.net (3)
!Ema“o Payment Edit

Billing Address:

*Phone Numhero Joy Graham
473 Wisemen Street
9876543210 Sevierville TN 37862
Polskoi.st@gmail.com
o | ] m 9876543210
— PayPal
Payment:
venmo Venmo
$218.38
Order Summary Order Summary
Subtotal .. ... . . ..$199.99 Subtotal $199.99
Shipping ... ... 8799

Qalac Tav Q1IN an Place Order

Figure 7.3.14. Venmo on checkout
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Continue Shopping 1 ltems Need Help? Call 1-800-555-0199

Mitsubishi C8 Series 73" DLP® High Definition Television EpfecFioma Code

Extended Warranty: None Each Quantity Total Promo Code m

Q Pre-Order R X
- Mon Jun 012009 $3,199.99 1% $3,199.99
Edit Shipping
Ground (7-10 Business Days) s
PayPal From $148.83 per month with instalment offers. —— o
CREDIT Click for details 9 .
Sales Tax $0.00
Estimated Total $3,199.99

PayPal Checkout

[ Devit or Credit Card

Powered by PayPal

Buy with G Pay

Checkout

Figure 7.3.15. Google Pay button on Cart page

Payment

Billing Address

Rick Flores 2253 Hudson Street Denver CO 80207 j
Update Address Add New
*Email o *Phone Number o
9739747269
L1 =
CREDIT chﬂr C Pay i@

Buy with & Pay

Figure 7.3.16. Google Pay Button on Billing page
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7.3.1 Local payment methods

Business logic of local payment methods is different from other payment
methods. Order will be placed immediately after customer confirm transaction
in pop-up window ( Figure 7.3.18.) or app on a phone.

To help customer there is small notification in the payment tab (  Figure 7.3.17).
This text com es from resource file ( braintree.checkout.lpm.tabmessage
property) and can be changed according to customers locale.

I f payment failed or customer didndt confirm a ¢tr
record will be created, and customer basket will be open so customer can
choose another payment method or try again.

Pagamento

Indirizzo di fatturazione

Rick Flores 2253 Hudson Street Denver BC 80207 B
Aggiorna indirizzo Aggiungi nuovo
*E-mail o *Numero di telefono o
3cd3ldtkdii@iffymedia.com 9739747269

S
CREDIT hgd ( MyBank
S— S —

Your order will be placed immediately after return to the storefront.

‘ MyBank ’

Figure 7.3.17. Local payment method notification
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e0Ce PayPal Checkout - Rivedi il pagamento

paypal.com

' (MyBank @ 22598EUR !

PayPal

Verifica i dettagli e prosegui con il tuo
l'acquisto

| tuoi dati Modifica > ¢

Rick Flores
Jcd3ldtkdii@iffymedia.com
+39 9739747269

Paga con

( MyBank

L'utente riconosce le condizioni del servizio fornito da PayPal al venditore
e accetta la Dichiarazione sulla privacy. Mon & necessario un conto
PayPal.

Continua

Figure 7.3.18. Local payment pop-up

7.3.2 Connect with PayPal (optional)
Ability for buyer to create a storefront account by clicking on just one button.

This functionality is available on the next pages: Account Login, Page before
Checkout (for guest buyers).

Connect with PayPal provides customers with the option to access your website
or app using their PayPal credentials or establish a connection between their
PayPal account and your platform, facilitating the exchange of basic information.
This solution util izes only the primary email address obtained from PayPal and
grants login access only for validated email address.

More about this feature you may read on this page.
Enhanced functionality:

1. Additional security layer - user who is logged in via PayPal for the 1st time and has
a pre-existing SF user account with the same email (as the primary email in my
PayPal account), will be asked to put in the credentials for the pre -existing SF user
account before the account linking with PayPal, so it is an additional layer of
security.

2. Email notifications:

9 In case user logs in via Connect with PayPal for the 1st time he will also receive an
emalil notification for login via a Single Authentication ( Commerce Cloud standard
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login).

1 Loggedin user who is linked via PayPal to his pre -existing SF user account, will be
notified via email about account linking;

1 Loggedin user who is linked via PayPal to his pre -existing SF user account, will be
notified via email about account unlinking;

3. Automatic payment adding - adds account and address from PayPa4 to the user
account.

To use this feature, you have to go through these steps. During configuration on
PayPal side, select all fields to successfully create an account on storefront:

Select scope attributes for OpenlD connect (OAuth2) protocol. You are requesting your customers to
share this data with you.
Personal profile
Full name
Email
Address
Street address
City
State
Country
Postal code
Account information
Account verification status

PayPal account ID (payer ID)

Figure 7.3.19. Connect with PayPal configurations
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After user clicked on the o0Connect with PayPald b
PayPal form successfully an account on storefront will be created with data
from PayPal buyer account.

Home
Login Create Account
* Email
* Password
(J Remember me forgot password?

‘ G Login with Google ’

‘ N i Login with Facebook ’

P cConnect with PayPal

Figure 7.3.20. Connect with PayPal button

When going to production dondt forget to change S
PP_Connect_With_Paypal Button_Urlfrom

https://www.sandbox.paypal.com/connect ?To

https://www.paypal.com/connect  ?(Check site pref description).

Also, you should create and configure an agent user with specified permissions
to use the full 0Connect with PayPal o6 functionald.

1 g o tAdmingtration > Organization > Roles & Permission® and choose
ONewo

1 please fill in all the fields according to the example in the screenshot
below (Figure7.3.21) and click O0OApplyo
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Administration > Organization > Roles > New Access Role

General Users  Business Manager Mcdules  Functional Permissions  WebDAV Permissions ocale Parmissions Price Adjustment Limits ~ Customer Service Center Parmissions

New Role

This paga allows you to craats a new access role. Piaass type in an ID that uniquely idantiies the access role. An error is dispiayad if no ID s provided o if an access rola with such an ID airsady axists. Glick Apply to creats the access
rola. Click Cancel te abort

D:* AgentRole

Description: | This role provides a possibility for the BM users to log in on behalf of customers.

Apply  Cancel

<< Back 1o List

Figure 7.3.21. New role creation

T choose tab oFunct AdnmiatlatiorPr>eQrganization >0 ns 6 (
Roles > AgentRole- Functional Permissions). Select necessary site/sites
to use your changes (Figure 7.3.22. Select Context):

Select Context

Select a context to view and edit permissions. Organization and Sites can't be
selected at the same time.

Organization
Sites

RefArch
RefArchGlobal

Cancel Apply

Figure 7.3.22. Select Context

T aft er O0OAppl yd choos scregnshotivdlos §Figrens as on
7.3.23):

Administration > Organization > Roles > AgentRole - Functional Permissions.

General  Users  Business Manager Modules WebDAV issi L Price Adj

Limits  Gustomer Service Center Permissions

AgentRole - Functional Permissions

¢t you'd would like bo modiy parmissions. Availabls context cations are the organizal

upa: o funct

Selected Context: RefArch, RefArchGlobal

Select Context
Permission Description =
Login_On_Bahalf Allows administrators 1o log into the Storefront on behalf of a customer.
Replication Run For Site Allows to manage and start data for site-spac| {i.8. search indexes). O
Login_Agent. Allows 10 log in as an agent user 10 the Storefront. Restrict the access 10 anly thosa Business Manager users that have Ihe parmission ‘Login_Agent’.
Manage Site Catalog Allows to manage the catalog and its assets in the selected site_ O
Figure 7.3.23. Select Permissions
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9 after that, you need to select an existing or create a new user and give

him the OAgent Roled created Figome t he
7.3.24):

Administration > Organization > Users > John_Doe@gmail.com - Roles

previous s

General Roles Permissions  Access Keys

John_Doe@gmail.com - Roles

The fist shows all rolas 1o which this user belongs. Glick Assign to add a role. Use the checkboxes and the Unassign bution 1o unassign tha user from the selected roles

Roles marked with & have permission o view or manage users, access roles or sccess keys, They are thersfors securlty-sensitive roles.

Please be careful when changing these roles so as not to unintenticnally give access privileges to certain users.

0 pssignment to the “Administrator” role for this user must be managed in Account Manager, Any changes there will be effsctive upon next login into Business Manager.

Select All 1D Description
3 Tha administrator has the rights to perform tasks related to the overall of tha merchant and its users and roles. This access role is not site-specific and will grant the user
Administrator access to the entire organization.
Assign  Unassign
<< Back to List

Figure 7.3.24. User Role assigning

T click O0Assigndé on your user

, choose O0Agent Rol
more time ( Figure 7.3.25):

dministration > O ion > Lsers > Anatolii Sliusar com - Roles > Assign Roles

Select Roles

Select the roles you want o assign o the user.

Roles marked with & have pamission to view o manage users, access roles or acoess keys, They are theretore security-sensitive roles.

Please be careful when changing tnese roles so as not to Unintentionally give access privileges 1o cenain users.

10 Assignment to the ‘Administrator' role for this user must be managed in Account Manager. Any changes thers will ba effective upon nesxt login into Business Manager.

Select All ID Description

AgentRole This role provides a possibility for the BM users to log in on behalf of customers.

Assign  Cancel

Figure 7.3.25. User Role selecting

9 after, you should fill necessary Preference Configuration in Merchant

Tools > Braintree Plugin > Preference Configuration > PayPal tab (Figure
7.3.26) using your User Login and Password

PLEASE NOTEIn case an "Agent User Login and OCAPI" access key was
created, you should fill the "PP_CWPP_Agent_Password" preference

using this key instead of a password, as it takes precedence over the
base password approach.

Connect with PayPal agent login

john_doe@gmail.com Connect with PayPal functionality requires agent credentials to perform
(BRAINTREE_PAYPAL_CWPP_Agent_Login) i "Login On Behalf" action.
(String)

Connect with PayPal agent password

Connect with PayPal functionality requires agent credentials to perform
(BRAINTREE_PAYPAL_CWPP_Agent_Password) "Login On Behalf" action.
(Password)

Figure 7.3.26. Preference Configuration PayPal filling

Recommendations before moving to production:

1. Go to PayPal Sandbox configuration
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enter your credentials for access PayPal Dev Console;

go to the My Apps&Credentials;

select your application;

go to SANDBOX APP SETTINGS;

click Advanced Option (below Log in with PayPal checkbox);

=A =/ =2 =4 = =

unselect the 'Enable customers who have not yet confirmed their email
with PayPal to log in to your app’ checkbox.

2. Ensure that you have configured email confirmation for user account
registration and MFA.

7.3.3 Credit Card re - verification

Credit cards with AVS/CVV were previously being vaulted and were not screened
against basic fraud tools will be prompted during checkout for re -verification.

To enable go to: Merchant Tools > Braintree Plugin > Preference
Configuration > Credit tab and set BRAINTREE_CREDIT_Reverify_Enablgite
preference to YES by default the site preference is setto NO.

Once a user chosen a saved credit card from the Credit card list on the checkout
page the following notification message will appear inside CVV field: Please
enter a CVV to verify this card and place the order.

Select a Credit Card

Visg *resersesns 1881 12/24 visa ~

* Name on Card

visa |

Example: Visa

* Card Number

Example: 4111111111111

*Cw

Please enter a CVV to verify this card and place the order l

* Expiration Date

[ 12/24 l
Example: MM/YY

Next: Place Order

Figure 7.3.27. Re-verification flow

In case of success the Order review page will appear:
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Payment Edit

Billing Address:
Joy Gray

473 Wiseman Street
Sevierville TN 37862

test1001@g.com
2025550162

Payment:
Credit Card

..‘.l‘..".1881
Visa
$325.48

Place Order

Figure 7.3.28. The buyer has successfully verified a Credit Card and can place an order

In case of unsuccessfully Credit card verification the error message will appear
in the t op of the page.

The Credit Card verification failed with status GATEWAY_REJECTED and cvv
Response NOT_VERIFIED

Customer

Customer Information:
test1001@g.com

Shipping Edit

Shipping Address:
Joy Gray

473 Wiseman Street
Sevierville TN 37862

2025550162

Shipping Method:
Ground ( 7-10 Business Days ) L . $9.99

Figure 7.3.29. Example of unsuccessfully Credit Card verification

7.3.4 Credit Card 3D Secure
BRAINTREE_CC_3DSecure_Flowalues:

1 Disabled- 3D Secure will not be triggered (3DS is disabled). Note: If the
3DS is required your buyers may face failed card verifications

1 Auto - automatically defines whether the 3D Secure flow is required by
bank or not. If it's required, the 3DS flow will be triggered
(Recommended value)

Always - 3D Secure flow will be always forced if possible.

1 Always+ChallengeRequested- 3D Secure flow will be always forced if
possible. Parameter ‘challengeRequested will be passed in card
verification call.

Braintree _ _ _ _ .
4 PayPal senvice Copyright ©2023 Braintree, a service of PayPal Inc. All rights reserved. User Guide | 73



'Auto’ by default. A pplicable to the following payment methods - saved and non
saved credit card. The following statuses can be received in the Authentication
Insight object response:

I unregulated - Do not trigger the 3D Secure flow
1 unavailable, psd2 - Trigger the 3D Secure flow

To enable go to: Merchant Tools > Braintree Plugin > Preference
Configuration > Credit tab and set BRAINTREE_CC_3DSecure_Fl¢auto).

BRAINTREE_CC_3DSecure_Account_Pageé Disabled by default. This setting
specifies whether to perform credit card verification when added on the
Account page.

BRAINTREE_CC_3DSecureSCA_exemption d Disabled by default. This setting
enables requestion a specific SCA exemption (by risk or low amount) when
performing a 3D Secure authentication, if it's granted, then authentication will
not be required ( however, in this case, the lability remains with the merchant
and is not shifted to the issuer ).

Note: Exemptions are granted completely at the discretion of the issuer and

are never guaranteed. We recommend using it only when you get acquainted
with SCA regulations and exemptions. SCA exemptions will not be requested

if the 3D Secure flow or 3D Secur e CC verification on the My Account page
site preference value is setto ' Always+ChallengeRequested . Applicable only
for credit cards .

7.3.5 Credit Card Expire Notification

This functionality will notify the customer about the expiration of a credit card
which is already expiring or has already expired. By default, this functionality is
disabled. Other options are also available:

1 Notify when expired only - will notify and highlight only if CC is
expired

1 Notify 1 month before expiration - will notify and highlight CC's which
are going to expire in 1 month

1 Notify 2 months before expiration - will notify and highlight CC's which
are going to expire in 2 months

1 Notify 3 months before expiration - will notify and highlight CC's which
are going to expire in 3 months

To enable go to: Merchant Tools > Braintree Plugin > Preference
Configuration > Credit tab and set BRAINTREE_CREDIT_Expire_Notification

An example of notifications can be seen below (Account, Checkout page) :
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N 1 DY SN r ™ o /[y {
b

Please note that you have a credit card in your wallet that is expired. You will not be able to place the order with this credit card. ~ x

Home Please note that you have a credit card in your wallet that is going to expire soon. Please check it. %

Profile Edit Credit Cards
First Name Visa****xxxxxxx0061 Make default Remove
John expiration date: 6/23 Update Billing Address
Last Name

Visa****xxxxxxx1119 Make default Remove
Email Update Billing Address

expiration date: 7/23
test@gmail.com

Phone Visa****x*xxxxxx1111 Make default Remove

1234567890 = y
expiration date: 5/23 Update Billing Address
x Visa**ssrrexxxxq 111 Remove
Password Edit m
expiration date: Update Billing Address
4/23
Password

e ettt

Add New
Figure 7.3.30. Credit Card Expire Notification (Account page)

Select a Credit Card

Visa ***x*x*%x1111 05/23 Visa3 (Expires in 1 month) v}

New Card
Visa *r=oxaxxxx0061 06/23 Visa Test2 (Expires in 2 months)
Visa *™*=*x**xxxx1119 07/23 Visa23 (Expires in 3 months)

Visa ***x**xxxx1111 05/23 Visa3 (Expires in 1 month)
Visa *r*oxexxxx1111 04/23 Visa (Expired)

Figure 7.3.31. Credit Card Expire Notification (Checkout page)

7.3.6 Limit of saved accounts [credit cards

Available only for Credit Card, SRC, Venmo and PayPal. To enable go to:
Merchant Tools > Braintree Plugin > Preference  Configuration > Chose
appropriate tab and set the value.

NOTE If you decrease the value, already saved accounts/credit cards will not
be deleted.

An example of notifications can be seen below (Account page):
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Figure 7.3.32 Notifications - limit of saved accounts/credit cards
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